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Abstract
Cybercrime represents a significant threat for the 21st century, a threat that traditional
methods of policing cannot adequately manage. Consequently, new ways of policing
utilising specialised teams have been implemented to address cybercrime proactively.
One method of policing that has been relatively unexplored within academic literature
is covert online investigations, wherein law enforcement creates false identities to
interact with offenders from. Existing research has not comprehensively explored
what tactics, techniques, and procedures law enforcement use when conducting these
investigations. Accordingly, selection and training of employees presents unique
challenges. Therefore, this study aims to provide a detailed evaluation of what skills
are needed by law enforcement. This information can then inform future training and
selection. This study examines in-depth semi-structured interviews with eight New
Zealand Police investigators using Applied Cognitive Task Analysis. Data was
analysed using thematic analysis. Results revealed three themes with 18 sub-themes.
The first theme explored operational pre-planning, the second theme explored social
engineering techniques used to gather information, and the third theme explored the
wide-ranging external considerations. Finally, the discussion outlines the implications
for theories of social engineering, applications for law enforcement training and
recruitment, and potential future research opportunities within social engineering and

police psychology.
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Introduction

Crimes committed online, or cybercrimes, are an escalating threat to national
and community safety. Cybercrime inflicts significant financial and personal
hardships on victims, businesses, and society at large (Aiken et al., 2015). The
industry of cybercrime is currently growing as one of the most significant illicit
industries in the 21st century (Ross, 2018). Law enforcement therefore, holds a
critical position in trying to reduce and combat these illegal behaviours. In particular,
law enforcement is required to intercept, prevent, and prosecute individuals who

engage in illicit online activity.

However, cybercrime is challenging to effectively police. Cybercrime is
transnational, mostly anonymous, difficult for frontline police officers to address, and
is thus dependent upon specialised skill sets (Wydra, 2015). Given the relative novelty
of cybercrimes compared to other crimes, there is limited research available on the
prevention and management of this illegal activity. Consequently, difficulties in
training staff emerge. An emerging method of enforcement that is increasingly being
utilised is covert online operations. This is a powerful method whereby law
enforcement creates assumed identities in the cyberspace and interacts with offenders®
through these identities. Law enforcement are then are able to elicit information
(Vendius, 2015). However, this method of policing is a relatively new process, and

well-defined training and procedures have not been consistently outlined.

The use of these covert identities to gather information uniquely involves

utilizing the skill of social engineering (Tetri & Vuorinen, 2013). Social engineering

! | acknowledge the negative bias around the use of the word ‘offender’; however, this term has been
used in the current thesis for ease of text within paragraphs, and to represent language used by NZ
Police employees.



is the process of gathering information from an individual using deceptive social
methods (Hadnagy, 2010). However, there remains great ambiguity surrounding the
best methods of interacting with an offender (Bonino & Kaoullas, 2015; O'Leary &
D'Ovidio, 2007). The present research aims to address this knowledge gap by
interviewing New Zealand Police investigators using Applied Cognitive Task
Analysis. This interviewing method has been developed explicitly for eliciting tacit
procedural knowledge (Militello & Hutton, 1998). The current research explores the
awareness of the expertise required for covert cybercrime investigations that use
social engineering skills. This research is the first study aimed at understanding the
expertise of social engineering tactics in covert operations. Due to its novelty, limited
a-priori hypotheses regarding the knowledge of investigators can be made. However,
it is expected that investigators will hold tacit expert knowledge that can be explored
using in-depth, semi-structured interviews, and that some of the skills explored will

parallel the skills theorised in the social engineering literature.



Literature Review

The Nature and Extent of Cybercrime

Developed countries have witnessed exponential growth in, and accessibility
to, technology over recent decades. The expansion in access to technology has been
so widespread that it has resulted in a world that operates within a global, digital
economy (Sarre et al., 2018). Technology has created an interconnected society, and
not only enables ease of life, but is also a critical and dependent structure of the
modern environment (Broadhurst, 2017b). A consequence of this growth is that there
has also been a significant increase in opportunities for individuals to commit crimes
through technology (Hadlington et al., 2018; Ngafeeson, 2010; Sarre et al., 2018),
following the adage that "crime follows opportunity” (Grabosky & Smith, 1998, p.
13). However, the speed with which technology has been developed has not been
matched by advances within the security structures that support this environment
(Brown et al., 2009), thereby creating opportunity for cybercrime to occur. The
proliferation in the development of computerised devices, such as smart vehicles and
smart homes, further increases the likelihood of exploitation of daily users
(Broadhurst, 2017a; Rush et al., 2009). Furthermore, these gaps and vulnerabilities
within technology pose threats to a country’s national security such as through the
threat of cyber-terrorism or cyber-warfare (Broadhurst, 2017a). Consequently,
cybercrime has recently become part of many countries’ critical national security
concerns, as they acknowledge the seriousness of the threat posed (Armin et al.,

2015).

The vulnerabilities created due to technology are so widespread that
cybercrime has now become one of the most prolific and profitable forms of illicit

behaviour, with an estimated global cost of USD 600 billion (Ross, 2018). This



already significant estimate is likely not capturing the real cost of cybercrime given
the high likelihood of under-reporting (Caneppele & Aeibi, 2019), the overall lack of
public and scientific awareness of what constitutes cybercrime, and the lack of clarity
around current data (Armin et al., 2015). The breadth of the problem is exemplified
when a comparison is made between current global costs and historical estimates. In
1998 cybercrime was thought to cost between $555 million to $13 billion (Parker,
1998), in 20 years, this figure has increased by a factor of between 50 to 1000 times.
If the figure by Ross (2018) is lower than the actual cost of cybercrime, and should
future progressions follow past trends, there is likely to be continued and sustained
future growth in the cost of cybercrime. Accordingly, the development of
management processes and preventative measures to reduce the costs and implications

of cybercrime are critical global, societal goals (Gillespie, 2015; Sarre et al., 2018).

To begin a discussion into how cybercrime can be managed and reduced, one
must first consider the complexity of behaviours that are covered under this term. A
firm definition of any construct is required to begin the research process (Speer,
2000). From an academic perspective, how a construct is defined will influence what
data is collected and analysed, and consequently, what theories can be generated
(Jensen et al., 1960). Ensuring cohesion and clarity across research is necessary in
order to reduce fragmentation and guide future literature. This clarity will allow for
more accurate assessments of what the real nature of cybercrime is, and where
additional research needs to be conducted (Armin et al., 2015). From a practical
perspective, without accurate definitions for behaviour, the creation of effective
criminal legislation is challenging (Chawki et al., 2015). To date, many cybercrime
laws continue to be ambiguous and worded in a manner that allows for confusion and

debate (Reyes et al., 2007).



Definitional issues are prominent within the literature on cybercrime
(Caneppele & Aeibi, 2019), with authors debating about how to best classify and
delineate what behaviours are, in fact, ‘cybercrime.’ At its most inclusive, a definition
of cybercrime encompasses a set of illegal behaviours conducted through internet
technology (IT) (Speer, 2000). However, such a definition does not capture the
different variants and nuances of cybercrime, and is too broad to create a clear legal
precedent (Chawki et al., 2015). McGuire and Dowling (2013) created a commonly
used classification tool for cybercrime that helps in differentiating between cyber-
dependent crimes and cyber-enabled crimes. In other words, crimes where the target
of the crime is the IT system itself, and more traditional crimes committed through the

internet, respectively (Alkaabi et al., 2010; Sarre et al., 2018).

Cyber-dependent crimes are actions where the computer system is the target
(Doig et al., 2018). The classification of behaviours as cyber-dependent is incredibly
extensive, with whole papers dedicated to the classification and description of the
possible actions (Sabillon et al., 2016). A few examples of cyber-dependent crimes
include, (a) the utilisation of malware, or malicious software that can include viruses,
worms, or Trojan horses; (b) ransomware, which involves taking control of a
computer system remotely and holding it for ransom; and (c) hacking, which
encompasses behaviours regarding the unauthorised penetration of networks and data.
In all the above examples, the behaviour could not be conducted without the computer
system. The computer system is a requirement, or a dependent feature, for the crime

to occur (McGuire & Dowling, 2013).

Conversely, cyber-enabled crime refers to criminal behaviours that can occur
in the terrestrial environment as well as through computer technology (Sarre et al.,

2018). Thus, committing the crime through IT is merely a further dimension in which



the crime can occur (McGuire & Dowling, 2013). For example, fraud, sexual crimes
against children, and the selling of drugs or illegal services are all behaviours that can
occur both online and offline (Kirwan, 2018). While the purpose of the crime is
similar, the translation of behaviour from offline to online does produce some
differences. These variances can include different methods of conducting the crime,
different offender motivations, different offender demographics, and different
offence-supportive cognitions within the online world compared to offline
(Babchishin et al., 2010). For example online offenders against children are more
likely to utilise child sexual exploitation material in the grooming process (Moore,

2011) or have greater paedophilic interest (Babchishin et al., 2010).

Another example of cyber-enabled crimes includes online marketplaces,
which can provide illegal goods and services such as hacker tools, firearms, or illegal
drugs (Akhgar & Brewster, 2016). Moreover, online networks, or peer to peer
networks (P2P) provide an additional environment for the sharing of radicalised
belief systems, which can contribute to cyber-terrorism or the planning of nation-wide
disruptive activities (Dashora, 2011). These attacks against a government body are so
prevalent that the Pentagon receives as many as 6 million intrusions on their cyber

systems a day (Razzaq et al., 2013).

The computing system in these crimes assists or enables offenders, by
providing an alternative medium with which traditional crimes can otherwise be
committed (Chawki et al., 2015). Each form of cybercrime creates independent and
new challenges for policy makers and investigators to control and manage
(Broadhurst, 2017b). Frequently, cyber-enabled crimes require more social forms of

law enforcement investigation that are transposed onto the cyber-sphere. In contrast,



cyber-dependent crimes require the expertise of computer-science and cyber-security

professionals who are proficient in digital forensics (Atlam et al., 2020).

Challenges in Investigating Cybercrime

The cyber-space represents a new criminal operating environment requiring
unique investigative techniques. Standard policing investigation practices will
experience only limited success in the online world due the many differences between
online and offline environments (Jeffries & Apeh, 2020). Some of the dissimilarities
between online and offline crime that are most challenging for law enforcement are
the anonymity of online offending, the difficulty in evidence collection (Chawki et al.,
2015) the cross-jurisdictional nature of online crimes (Urbas, 2012) and the

differential skill-set required to investigate online environments (Roberts, 2008).

Research has shown that traditional investigative practices are insufficient to
investigate cybercrime (Bossler & Holt, 2012). In reviewing the application of
frontline policing investigative methods to the cyber-space, a US-based study by
Bossler and Holt (2012) investigated 268 local patrol officers' perception of
cybercrime via surveys. The results from this study found that only 18% of patrol
officers believed they should be involved in the policing of cybercrime matters. In
contrast, three-quarters believed cybercrime was a matter for specialized units. Hence,
despite some cybercrimes representing a translation of behaviour from the physical
world to the online world, with some investigative techniques being translational,
many officers do not believe they hold the skills to be effectively involved in
cybercrime investigations. This suggests that differences and challenges exist in
policing cybercrime compared to offline crime. The recommendations reported by
participants from Bossler and Holts study indicated a need for increased training in

cybercrime investigation, and the need for specialized investigative units. The finding



that frontline officers do not feel adequately trained or equipped to manage
cybercrime is prevalent across the literature (Davis, 2012; Wilitis & Nowacki, 2016).
The current lack of training or preparation also limits the ability to study law
enforcement perceptions of cybercrime, as officers do not perceive themselves as
sufficiently involved. This highlights the need to develop new measures and training
protocols to tackle the challenges involved, and increase officer’s ability to effectively

manage this growing area.

One of the biggest challenges for the investigation of cybercrime is the
anonymity from which online behaviour can be committed. It is possible for
individuals using a computer to conceal their identity from other users, conceal their
IP address, or utilise browsers that conceal or encrypt user information, such as The
Onion Browser (TOR) (Chawki et al., 2015). For example, the marketplaces most
frequently utilised for access to illegal goods or services are located within the dark-
net, which is principally accessed through TOR. Therefore, the identity of the user is
concealed (Sabillon et al., 2016). The more technologically skilled an individual is,
the more complex the methods for anonymising their identity can be, and this is often
when the more serious crimes are committed (Akhgar & Brewster, 2016). Also, when
an individual is utilising services that encrypt or anonymise their location and
identity, law enforcement will be unlikely to receive cooperation on behalf of the
company involved, given their business model is the protection of customer identity
(Chawki et al., 2015). Thus, an essential technique when law enforcement is unable to
identify a user through technology is to try to identify the individual through social
interaction. It is in this work that social engineering techniques can become a crucial
component of the investigation process, as will be discussed further in the section on

social engineering.



Investigations which occur online must also deal with the distributed and
transitory nature of cyberspace (Chawki et al., 2015). Information on behaviours
committed online can be spread across different networks, different companies, and
different countries (Chawki et al., 2015). As such, law enforcement is dependent upon
the co-operation of many private companies, such as those that can provide an IP
address (possible computer location) for a given suspect. This information is not
guaranteed and may slow down investigation processes (Moore, 2011). Besides, given
the vast amounts of information stored online, sorting through the available data to
find the relevant information can be a further time-consuming part of the investigation

process (Casey, 2004).

In dealing with cybercrime, law enforcement must also appropriately address
the global nature of IT-based crime. For example, who is responsible for investigating
or prosecuting a given crime? Is it law enforcement from where the offender has
citizenship, the country from where the offender is currently residing, or the location
of the victim(s) or effect(s) of the attack(s) (Brenner & Koops, 2004)? The global
nature of crime is a significant challenge for law enforcement, as obtaining the
required information for progressing investigations can become particularly tricky
when they are only able to work within one country or state (Ayofe & Irwin, 2010).
Thus, legislation must account for prosecution and investigation across borders
(Roberts, 2008). Furthermore, as the definition of cybercrime is complicated and open
to debate, there can often be variations in jurisdictional and legal definitions of
cybercrime, further obfuscating the ability of law enforcement to effectively work
together globally (Chawki et al., 2015). For example, if the individual committing the
crime is located in a country that does not contain cybercrime laws, such as the

Philippines, then law enforcement from other countries are not able to seek out
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extradition or prosecution of the offender even if the victim is located in a country
that does contain cybercrime laws, such as the United States (Chawki et al., 2015;

Urbas, 2012).

The internet is an internationally connected network. Therefore, preventative
measures need to similarly rely on international connectivity. These challenges in
investigating cybercrime continue to increase as cybercrime grows as an industry. The
growth of cybercrime is a function of the ease with which cybercrime can be
committed, the increased accessibility to IT, and the likelihood that an offender will
be able to evade prosecution because of the problems facing law enforcement (Ayofe
& Irwin, 2010). It is therefore argued that without a global united front to tackle
cybercrime, the increase in illegal behaviours will continue to develop at a rate far

quicker than governing bodies can control or reduce (Bendovschi, 2015).

Consequently, steps have been taken to acknowledge the need for global
cooperation, mutual legal assistance, and specialised skills and knowledge in the fight
against cybercrime. Governments across the world have created specialised national
and cross-national units (Council of Europe's Cybercrime Convention, UNODC,
Europol, Interpol units). These task-forces have a primary role in the investigation of
cybercrime internationally through intelligence sharing capabilities and creating
established means of contact between law enforcement agencies (Broadhurst, 2006;
Broadhurst, 2017a). Between 2000 and 2013, the use of specialized cybercrime units
increased from 9% to 27.5% (Wilitis & Nowacki, 2016). Although it is not clear
whether this figure is exclusive to cyber-dependent or cyber-enabled crime, the fact
that growth has tripled is a significant finding. The proactive implementation of

specialized groups conform with frontline officers perceptions that cybercrime
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requires specialized units, as previously mentioned (Bossler & Holt, 2012; Davis,

2012).

Specialized Cybercrime Units

Given the unique challenges that are involved with investigating cybercrime,
unique techniques for the investigation process have been developed and
implemented. The current research will specifically focus on cybercrimes that are
considered cyber-enabled crime. This focus is because cyber-dependent crimes
require the examination of digital forensics, and data security (Atlam et al., 2020;
Harkin et al., 2018; Reyes et al., 2007), whereas cyber-enabled crimes can be
investigated using social tactics (Urbas, 2010). A particularly common social
technique utilised by specialized law enforcement investigating cyber-enabled crimes
is that of covert operations (Urbas, 2010). Covert investigation techniques vary
hugely in nature however, they have a common defining factor. The unifying variable
is that the suspect under investigation is uninformed of law enforcement attention or
investigation (Sharpe, 2002). Some examples of behaviour that can be considered
covert include, but are not limited to: deceptive police presence, infiltration of groups,

or surveillance techniques such as monitoring suspects (Loftus & Goold, 2011).

The use of covert investigations represents a change from traditional policing,
from police being a visible community presence with a primary role of reacting to
incidents as they arise, to being proactive and anticipatory towards current and future
threats (Giollabhui et al., 2016). The use of proactive policing is considered an avenue
to reduce the likelihood of future offending (Zedner, 2009). Creating a covert police
presence allows law enforcement to identify offenders when the offences are known

to be occurring, or to gather evidence that may indicate offences will occur in the
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future (Loftus & Goold, 2011). Online covert investigation is therefore a proactive

form of information-gathering.

The use of adopting false identities and interacting with offenders online has
emerged as a primary method to confront cybercrime (Grabosky & Urbas, 2019). The
current data available from covert operations does not allow for a detailed
examination on the efficacy of these cybercrime units (Wilitis & Nowacki, 2016).
However, initial research suggests specialised units can lead to significant increases in
arrest rates (Mitchell et al., 2010). In the seminar conclusions of a large international
cybercrime convention, the use of undercover investigative tactics was concluded to
be of significant importance, and even crucial, to the battling of cybercrime in the
modern age (Vendius, 2015). This success reflects modern adaption to the threat

environment, the challenges involved, and tactics utilised (Razzaq et al., 2012).

Despite the growing importance of online covert investigation and the
increased use of covert techniques due to the rise of IT (Harfield, 2010), the topic has
been relatively unexplored within academic literature (Giollabhui et al., 2016). The
lack of academic attention is unsurprising to consider given the very nature of covert
investigations. Covert policing culture and operations are designed to be secretive
practices (Giollabhui et al., 2016). As such, to analyse and understand the different
tasks of undercover online investigations, literature from a diverse range of fields has
been assessed, including criminology, security studies, psychology, and police studies.
Through analysing this breadth of research, the current study will be able to provide

important data as to the methods of covert investigation by specialised units.

The use of covert undercover interaction techniques has been applied to

working with many different aspects of cybercrime, including counterterrorism
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(Matusitz, 2006), dark-net trading (Lacson & Jones, 2016), and online sexual crimes
against children (Mitchell et al., 2010). Regardless of the crime under investigation,
the actions taken in these specialised operations remains alike, as outlined by Brown
(2015). Firstly, law enforcement will access the relevant websites, often located on
the dark-net, although sometimes within open-source websites (Maddox et al., 2015).
From this, agencies can establish and observe communication with offenders via
chatrooms, instant messaging services, social networking sites, dark-net forums, or
P2P communication networks (Dubord, 2008). Next, using a false identity crafted for
the specific crime type, law enforcement will seek to develop rapport and trust with
the identified offender based upon their unique impersonated identity. Finally,
investigators are then able to observe offenders commit offences as are they are

happening or try to gather information on the location or identity of the offender.

In conducting these covert operations, law enforcement is utilising the same
anonymity tactics that many cyber-offenders employ. The same anonymity that makes
it difficult for law enforcement to identify offenders, similarly makes it difficult for
offenders to determine whether the person they are communicating with is a genuine
consumer of the goods being sold or the child that is the intended target (Lusthaus,
2012). By creating false identities in cyberspace, law enforcement is able to
understand the environment of offending, interact with offenders, and potentially
elicit information from the offender (Urbas, 2010). This strategy is not the only
technique used by law enforcement in covert operations, but it has become
increasingly popular to help identify offenders (Choo & Australian Institute of

Criminology, 2009; Krone, 2005a; Krone, 2005b).

The effectiveness of covert techniques is highlighted in the research by

Mitchell et al. (2010), which assessed the developments in investigations for online
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sexual crimes against children over six years (2000-2006) in the USA. Data was
analysed from information gathered under the National Juvenile Online Victimisation
study, which includes assessments of the characteristics of online crimes against
children, and arrest rates. Further data was also collected through interviewing
representative samples of frontline staff, and specialised cyber-teams that used
undercover investigative tactics, at two time periods, (n = 612 at T1, n = 1051 at T2).
Interviews included questions on arrest rates and the nature of covert operations.
Results from this study identified an average overall increase of 280% in arrests from
undercover investigations for all law enforcement. The largest growth in arrests was
seen from specialised groups, who had an increase in arrests of 988% over the six-
year period. This significant growth in arrests is indicative of successful adaptation to
the challenge of cybercrime, and suggests that undercover investigations can be a

unique and essential tool in the battle against cybercrime.

The use of these undercover ruses has historically been focused quite heavily
on the online child sexual exploitation industry (Mitchell et al., 2010). This focus
largely stems from the fact that the movement of the sex industry into the
technological world was a rapid process with widespread acceptance among offenders
(Cohen-Almagor, 2013) Although child sexual exploitation material has existed for
many years, the use of modern IT led to a significant increase in the creation,
distribution, and accessibility of the material (Gewirtz-Meydan et al., 2018; Moore,
2011).The focus is also a function of the multiple avenues law enforcement officers
can use to identify a target. For example, law enforcement may pretend to be a child
for whom a targeted offender seeks to groom or meet (Broadhurst, 2019).
Alternatively, complaints from parents can alert law enforcement to a possible

offender. From this avenue, police are then able to assume the identity of the child
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targeted, or create another identity to interact with the offender from (Brown, 2015).
This form of investigation has been described as a reactive or take-over investigation
(Mitchell et al., 2011). Thirdly, investigators can pretend to be like-minded sex
offenders on chat rooms and forums, either through new profiles or take-over profiles
from apprehended offenders. Investigators can then direct investigations into those
who download, trade or publish child sexual exploitation material. Lastly, law
enforcement can pretend to be the guardian of a child with whom they want other

adults to engage with sexually (Mitchell et al., 2011).

When pretending to be a child, law enforcement will often see common
sequences of behaviour from the offender. These common behavioural patterns have
been described in three stages, titled the Luring Communication Theory (Olson et al.,
2007). By recognising common steps in the progress of communication, law
enforcement is able to identify conversation progression and know when further
action can be implemented. The initial stage within the Luring Communication
Theory describes how the offender must first access the child, for example, through
P2P communications forums or chatrooms. Secondly, the offender will then likely
implement strategies designed to entice or entrap the victim. For example, offenders
often initially hide mentions of sexual behaviour altogether to develop trust and
formulate friendship (O'Leary & D'Ovidio, 2007). Once trust is built, then sharing
child sexual exploitation material is commonly done to increase the normality of
sexual behaviour for the victim (Krone, 2005a). The third stage is when the offender
may seek to initiate an abusive relationship, such as through getting the victim to send
photos of themselves, organising a meeting and taking photos of the victim, or
through sexual abuse against the victim (Wolak et al., 2005). These three processes

represent what is commonly referred to as the grooming of a child (Black et al.,
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2015). Law enforcement can intervene in the first instance during covert operations to
assume the identity of a child (Keyvanpour et al., 2016). Under the assumed identity,
investigators can arrange a meeting with the offender and utilise the chat-logs as
evidence towards indecent communication, or gather sufficient information from
offender disclosure that their identity can be determined, leading to arrest and

prosecution (Cohen-Almagor, 2013).

While covert investigation was initially focused exclusively on sexual crimes
against children (Broadhurst, 2019), the type of cybercrime where undercover
operations can be employed has expanded. As such, covert investigations have also
been applied to include dark-net trading (such as drug trafficking, identity theft,
selling of hacking or malware abilities or contract killing), along with the monitoring

of radicalisation or terrorism groups (Brown, 2015).

Online marketplaces, commonly located on the dark-net, are inundated with
illicit goods and services. Consequently these marketplaces are a further avenue from
which law enforcement can conduct covert operations (Bossler & Holt 2015). The
covert operations that occur on the dark-net relate to investigators pretending to be
consumers or vendors of the goods being sold and then interacting with offenders to
try and elicit identifying information. Alternatively, law enforcement can host fake
dark-net sites and conduct covert operations on the users of the sites (Lacson & Jones,
2013; Webber & Yip, 2013). This technique has similarly been conducted with sites
dedicated to child sexual exploitation material (Cohen-Almagor, 2013). These 'trap
sites' create a replacement website under the same domain name, with the same
features and layout of the original website and assess what information and personal
details are uploaded onto the fake site (Cohen-Almagor, 2013). Law enforcement may

also assume the identity of the owner of these sites, a well-known figure from the
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dark-net community, and gather information on other users in this manner (Kelion,

2014).

The monitoring of cyber-terrorism is a similarly vital area to assess through
covert operations. The internet has increased the ability of terrorist groups to recruit
and radicalise individuals, and incite violent attacks (Gordon, 2014; Scrivens &
Conway, 2020). Law enforcement can monitor any at-risk networks for information-
gathering, or engage in deceptive undercover work (Klein et al., 2018). For example,
in the November 2015 Paris terrorist attacks, the terrorists used TOR for encryptions
and then utilised various social media platforms to communicate and plan the attack
(Koch et al., 2016). Thus, the online environment is growing as an area from which
radicalisation and acts of terror can be planned. If law enforcement is able to immerse
themselves in this environment in the same way that they can with sexual crimes
against children, this will allow for preventative measures to be implemented. The
United Nations (United Nations, 2012) have outlined that there is an increase in law
enforcement and intelligence agency focus upon counterterrorism online, with more
sophisticated tools and techniques being continually updated. Common tactics for
counterterrorism online are based upon decision making on whether to monitor,
shutdown or infiltrate (conduct covert operations) a website (Theohary & Rollins,
2011). The use of covert investigation in proactive monitoring and prevention of
online terrorist activity is rarely explored in academic literature, possibly due to the

increased need for operational security around this work (Theohary & Rollins, 2011).

Social Engineering
The use of covert identities to gather information utilises the skill of social
engineering. Social engineering represents the act of using deceptive social methods

in order to access an information system (Tetri & Vuorinen, 2013). The information
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system can include technological systems such as websites or phones, and it can also
include individuals. Mitnick et al. (2003) outlines how human traits such as trust and
self-esteem offer weak points for individuals to exploit and gather information from,
without the need to utilise more technical methods such as digital forensics. One of
the critical challenges for cybercrime investigation can be in the collection and
analysis of forensic data. Thus, if law enforcement can utilise social methods to gather
the necessary information on offending, then this is a crucial skill and essential means
of crime prevention. Within social engineering, the information systems, both
technological systems and people, are targeted through social approaches (Tetri &

Vuorinen, 2013).

The use of social engineering techniques has received support in empirical
research (Tetri & Vuorinen, 2013). The success of social engineering techniques is
evident in both the widespread adoption within specialised policing units (Brown,
2015) and the arrest rates based upon their use (Wolak et al., 2010). For example,
research by Orgill et al., (2004) tested the ease with which an actor could access a
company's network, which the actor was unauthorised to access. Through utilising
techniques such as open-source assessment of data that gave him credibility, learning
the correct language to use in the given setting, and developing familiarity of the
environment layout, the actor was able to gain access to the network by creating a

reputable false identity and getting workers to provide the relevant information.

Additional experiments within the security and information technology field
have been conducted with similar success, such as getting individuals to reveal their
password (Greening, 1996), and utilising phishing techniques to get access to user
name credentials (Hasle et al., 2005). Further experiments within social psychology

also reveal the utility of social engineering strategies, often through adopting the
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technique of authority. For example, assessing participants' responses to authority
figures' instructions even if the instructions are deemed socially reprehensible, illegal,
or improperly authorised has been shown to lead to an increase in obedience (Russell,
2011). A typical result in these experiments is that participants will commit an action,
or reveal information that they should not if the individual providing instruction

assumes an identity of a higher authority (Russell, 2011).

Social engineering actions and the techniques used have been synthesised in
literature by Tetri and Vuorinen (2013). Through assessing 40 articles on social
engineering, they identified three principal strategies from which social engineers can
exert their methods of influence. The first of these is through applying techniques
such as fabrication (Latour, 2005). The second strategy identified is through using
persuasion (Johnson, 2016; Workman, 2007), and finally, through data-gathering

procedures (Allen, 2006; Schiller et al., 2011).

Fabrication techniques often involve the development of a situational ruse or a
false identity in order to access sensitive information (Thompson, 2006). Name-
dropping, utilising the correct jargon and building an impression of an in-group are
also techniques that can help in fabricating an identity (Lafrance, 2004). Persuasion
techniques include utilising various heuristics and manipulation tactics that try to
obtain acquiescence from the target. This is done through tools such as, creating a
likeable persona; creating an aura or identity of authority; creating rapport and trust
between the target and the social engineer; playing on emotion or desires; or
employing authoritative methods to attain obedience (Tetri & Vurinen, 2013). Finally,
data-gathering is an aspect of social engineering wherein the engineer conducts
research and information-gathering via open-source platforms (Tetri & Vuorinen,

2013). This aspect of social engineering facilitates the ability to influence by
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preparing the individual who will engage in the deceptive tactics. While Tetri and
Vuorinen (2013) describe the three primary methods separately, they further
acknowledge the overlapping nature of each technique. For example, in using a
technique such as the creation of a false identity (fabrication), one may also be
applying an identity of authority (persuasion), and this identity may be based upon
data-gathered prior to influence, such as the target being lower in an organisational
hierarchy and therefore more susceptible to authority. Accordingly, while they can be
described separately, social engineering techniques are often intertwined in

application.

Social engineering techniques have been most commonly associated with
criminal behaviour (Tetri & VVuorinen, 2013). The most common analysis of social
engineering comes from information and security studies when trying to figure out
ways to reduce social engineering attacks from a cybersecurity perspective (Hatfield,
2018). Human nature remains one of the most accessible avenues for exploitation
(Kombroz et al., 2015; Mouton et al., 2016). It is therefore a common technique for
offenders to exploit. When an individual utilises social engineering techniques
towards gathering sensitive information that is against the victims interests, it is
conceptualised as a social engineering attack (Mouton et al., 2016). Many social
engineering attacks utilise face-to-face communication to gather information.
However, attacks can also be as simple as sending deceptive emails requesting
personal information. The security threat does not arise from a weakness in
technology but in the human behaviour of trust and gullibility (Junger et al., 2017).
Offenders are thus able to successfully employ social engineering tactics by

influencing common psychological traits (Atkins & Huang, 2013).
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Researchers have developed various ontological models to assist in describing
the processes of a social engineering attack. One example of a model used is
analysing a compliance framework, in which the methods used to gain compliance are
considered. Mouton et al. (2016) suggest the reasons for compliance to an attack are
due to the manipulation of the following principles: friendship or liking, commitment
or consistency, scarcity, reciprocity, social validation and authority. These principles
can also be applied within another framework, described as the attack framework. The
attack framework evaluates the steps taken in the attack in six sequential progressions
(Mouton et al., 2016). Templates such as the attack framework have been developed
through mapping and analysing the behaviour of when a social engineering attack is
conducted (Mouton et al., 2016). More comprehensive templates have been
formulated that consider contextual cues; however, the attack process, as outlined

below, highlights the necessary steps taken by an attacker (Mouton et al., 2016).

1. The attack formulation: the initial selection of a goal and target to exploit.

2. The information-gathering phase: the attacker conducts background

research on the target and the goal.

3. The preparation stage: the technique for social engineering is developed

based on information gathered.

4. The relationship development stage: contact is created between the attacker

and target, and rapport is built.

5. The exploit relationship phase: the engineer enacts the attack in order to

gather information sought.

6. The debrief stage: the target is removed from the exploitive relationship.
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Through first understanding the steps taken in social attacks, second-order
preventative measures can then be researched and enacted. Due to the human factor
involved with social engineering attacks, preventative measures are complicated to
effectively implement, hence why research in this area is so critical. For example,
some research trying to prevent social engineering attacks through warning
participants has found adverse effects (Zhang et al., 2014). Conversely, other
preventative measures that teach participants about the risk of social engineering
attacks have been shown to have some ability in reducing susceptibility to
victimisation (Aburrous et al., 2010; Bulle et al., 2016). However, this effect is often
only visible in the short-term (Junger et al., 2017). Research assessing the different
forms of prevention may therefore be useful in determining why there are differences

in prevention success.

Junger et al. (2017) tested methods of preventing susceptibility to a phishing
attack on a randomly selected group of 290 participants in the Netherlands.
Participants were either placed in an experimental condition that provided a warning
leaflet regarding disclosure of personal information, a priming condition that asked
questions on cyber-safety, or were in the control condition. Following this, all
participants were asked various questions relating to personal information, such as
their email address, bank details and online shopping history. The results indicated an
80% disclosure rate, with the priming and warning condition having limited effects on
reducing disclosure, and on some questions, increasing disclosure. The lack of
conclusive results demonstrating an effective solution to social engineering attacks is
indicative of the challenges faced in reducing cyber-security threats. The authors in

this study acknowledge multiple variables that may have led to high disclosure, such
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as not understanding the relevance of personal information for security threats, and

the tendency for humans to trust and hold biases that contribute to vulnerability.

Additional research within cyber-security should consider the attack and
compliance framework in the testing of user-safety. For example, the reason the study
by Junger et al. (2017) may not have seen the effects of reduced disclosure may be
due to a lack of consideration for these frameworks. Which social engineering
compliance strategy is used may influence the effectiveness of the preventative
measure. In the study by Junger et al., (2017) a friendly, young student researcher
approached participants to ask if they wanted to participate, using the compliance
strategy of likeability and, potentially, authority given it was a university backed
study. If an experimental group then included warnings related to trusting people
based on likeability or authority/affiliation, the researchers would have been directly
tapping into the attack template and compliance strategies used by attackers. Thus,

more positive results may have been discovered.

In review, social engineering represents a complex and effective method of
information-gathering. These techniques have historically been used predominantly
by cyber-criminals, and are very difficult to successfully prevent (Junger et al., 2017).
Consequently research within social engineering has mainly focused upon the realm
of cyber-security. However, social engineering tactics can also be employed by law
enforcement to prevent offending. When police develop false identities on the
internet, they are using social engineering strategies. In such a scenario, the offender
is the identified social entry point. Law enforcement is then using deceptive social
methods, such as fabrication, to access information, including the offender's identity

or evidence of crimes committed.
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Theory of Social Engineering

To develop a theory concerning why social engineering strategies work,
researchers have had to synthesise literature from many fields, including social
psychology, marketing, and security studies. Why social engineering works has been
briefly explored when looking at the compliance principles as described by Mouton et
al. (2016). These compliance principles were based upon extensive work by Cialdini
(2009), and will be discussed in more detail, along with additional, comprehensive

analysis by Workman (2008).

Workman (2008) developed a theoretical model of social engineering through
grounded theory. Theory development was conducted through assessing the empirical
literature on social engineering success, in order to try and identify the key concepts
that explain why and how social engineering works. Through this, Workman was able
to identify six possible variables through which social engineering was more likely to
occur and be successful. These variables were techniques by which the social
engineer could exert influence upon the victim. He then employed a two-stage field
study to test this further. Workman used a questionnaire to test whether specific
attitudes and behaviour were correlated with an increased likelihood of providing
confidential information in a social engineering ruse. This was assessed through an
objective count on whether employees provided information, and self-reports on

behaviour.

The first three of the six variables Workman (2008) hypothesised to increase
social engineering success are related to commitment. Commitment refers to the fact
that individuals are likely to engage in behaviour that is consistent with their beliefs
and attitudes in order to reduce cognitive dissonance (Festinger, 1962). Commitment

was divided into three variables thought to increase conformity. The first variable is
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normative commitment, the second variable is continuance commitment and the third
variable is affective commitment. Normative commitment describes the social
behaviour of being more likely to conform to a request for information, resource or
access if the person requesting the information, resource or access has previously
provided something to the target. The desire to engage in a reciprocal exchange would
accordingly be heightened. Continuance commitment describes the behaviour of
being more likely to provide information, resource or access, if time, effort or money
has already been dedicated towards the exchange with the social engineer; the
individual is already invested and so will be more likely to comply. Finally, the third
variable of affective commitment describes the positive associations with the in-group
that one is a member of, and the desire to maintain relationships. Hence, when a social
engineer highlights mutual identification with a social group, the target may be more

likely to conform.

The fourth variable hypothesised to increase social engineering success relates
to likeability and trust. Individuals who like someone are more likely to trust them.
Thus, if the social engineer increases likeability through tactics such as developing
rapport, creating friendship, or even more superficial tactics such as playing on
physical attractiveness, an individual will be more likely to succumb to social
engineering. The fifth variable describes how individuals often fear authority and will
often engage in behaviour that complies with the instructions of an authority figure.
For example, this was shown in Milgram's (1983) seminal work on obedience, where
individuals were more likely to give perceived dangerous electric shocks to another
participant if ordered to by an authority figure. Thus, obedience to authority can also
increase the conformity to social engineering influence. Finally, if an individual is

reactive versus resistant to threats upon scarcity of resource, time or freedom, they
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will be more likely to experience victimisation via social engineering techniques. This
is because when an object is placed under uncertainty or perceived unavailability,
those who are more reactive will respond to this limitation with a greater impulsivity

to attain the object.

Results from Workman's (2008) studies confirmed that each of the variables
could play a key role in increasing an individual's responsiveness and conformity to
manipulation via social engineering. A positive correlation was seen with all
hypothesised variables, such that an increase in each one of the variables led to a
corresponding increase in the likelihood of being receptive to social engineering. This
correlation was significant to p < .001 in all variables except reactance (p > .05).
Overall, this study suggests that utilising social engineering techniques as a method of

information-gathering can be a successful method of compliance.

A further prominent researcher, who has studied the effects of influence and
persuasion, is social psychologist Robert Cialdini who first published the book
Influence: The Psychology of Persuasion in 1984. This seminal work by Cialdini
(1984) is based upon observational studies into his experiences with job applications,
working in car dealerships, fundraising positions and telemarketing companies. This
research aimed to identify how people influence others and what techniques or
language can be used to gain compliance. From this in-depth work, Cialdini was able
to identify six principles: reciprocity, commitment and consistency, social proof,
liking, authority and scarcity. These principles are used widely across marketing
(Cialdini & Rhoads, 2001; Gamez, 2018) and have already been discussed in

reference to the compliance principles described by Mouton et al. (2016).
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The first principle is reciprocation. This principle dictates that people,
universally (Gouldner, 1960), will feel obliged to repay in kind, favours first given to
them. People feel obligated and indebted to an individual once something is provided
to them, such that they will then go out of their way in order to pay it back. Secondly,
iIs commitment and consistency, which states that humans like to maintain consistent
behaviour and will do so even to the detriment of themselves. The critical factor
behind how consistency works is that when someone commits to an idea, they will
feel compelled to go through with it regardless of whether it is beneficial to them. The
effect of commitment is related to the concept of cognitive dissonance, which states
that individuals are motivated to hold consistent beliefs, attitudes and behaviours.
(Festinger, 1962). Thirdly, there is the effect of social proof. Social proof is when we
gather situational and behavioural cues of what to do, based on what another does. For
example, canned laughter on television facilitates laughter from the intended
audience. Fourth is the use of liking. People are more likely to do something for
someone if they like them. This principle of liking can be enhanced further by traits
such as physical attractiveness. The fifth method of influence is authority, where
people will be more likely to commit an action if instructed to by an authority figure.
This tool has already been discussed regarding Milgram's (1983) work. Finally, is the
tool of scarcity. Scarcity, as described by Cialdini, is how "people seem to be more
motivated by the thought of losing something than by the thought of gaining

something of equal value" (Cialdini, 1984, p. 238).

There are many crossovers between the work by Cialdini (1984) and
Workman (2008), which explain why an individual may agree to do something even if
it is not in their best interest. The similarity between these social engineering

techniques is shown in Table 1, which shows the comparable technique between those
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identified by Cialdini and Workman. This convergence of theory suggests there may
be consistent patterns in human behaviour, such that regardless of the setting in which

the influence occurs, manipulation based on these factors is effective.

Table 1

Comparison of Influence Techniques by Cialdini (1984) and Social Engineering Techniques

by Workman (2008)

Cialdini (1984) Workman (2008)
Reciprocity Normative Commitment
Commitment & Consistency Continuance Commitment
Social Proof Affective Commitment
Liking Likeability & Trust
Authority Fear

Scarcity Reactance

Understanding how social engineering functions can be of great use and
importance to law enforcement. For example, it could be that law enforcement
engaging covert investigation online may utilise these tools, just as offenders (for
example, when grooming a child online) apply these social engineering tactics for
individual purposes (Grant & MacLeod, 2016). No current research has assessed
what interactional techniques law enforcement use when interacting with offenders
online. However, by understanding the mechanisms of why and how behaviour
functions one is able to ensure that the techniques that are utilised are well supported
by the research and can contribute significantly to the desired outcome. Thus, studies
such as Workmans' (2008) provide extensive evidence to suggest that using social

engineering is an important and effective method to access information
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Law enforcement is required to be a step ahead of offenders in order to reduce
crime. Consequently, a good understanding of the theory and techniques behind social
engineering may be beneficial so that they can dynamically channel the necessary
skills. Increased explicit understanding of the tools that investigators may already use
could lead to benefits in several ways. If investigators were able to assess the
likelihood of an offender being more prone to one of the six identified traits or
attitudes by Workman (2008) or Cialdini (1984), they would be able to tailor what
influence strategies are used in order to increase the likelihood of gaining the
information sought. By understanding what compliance principles are more relevant
for specific populations, law enforcement could then alter their strategy accordingly.
For example, investigators of digital sexual crimes against children may use different
tactics than those investigating other aspects of the dark-net, possibly due to
differences in motivation for the offender. Within digital sexual crimes against
children, offenders are more likely to seek something from individuals they are
chatting to, and thus may have a different behavioural profile than offenders who are
offering a service or good on the dark-net. For individuals selling or seeking illegal
goods or services on an online marketplace, awareness of the risk of undercover law
enforcement may reduce the likelihood of revealing information about themselves
(Maddox et al., 2015). Research assessing whether online offenders differ in the
identified traits compared to normative samples may provide generalisable guidance

to law enforcement in how to best communicate with individuals online.

Challenges within Covert Operations
In addition to the difficulties experienced within investigating cybercrime
broadly, covert online investigation also introduces idiosyncratic challenges. One of

the significant challenges for investigative staff is the close care and scrutiny that
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must be applied when working undercover to stay within the legal powers afforded to
law enforcement (Harfield, 2010). The key legal issues for undercover operations are
when law enforcement tries to elicit information that will reveal who the suspect is.
Law enforcement must ensure not to entrap offenders, induce offences, or gather
evidence that will later be inadmissible (Urbas, 2010). Furthermore, given the relative
increase in perceived or actual intrusiveness of policing powers that are demonstrated
through covert investigation, further rules of governance are applied (Harfield, 2010).
These additional governance restrictions are needed to reduce the chances of evidence
or charges obtained being excluded from court proceedings (Harfield, 2010), as this is

a particularly common problem when trying to prosecute online offending.

A further challenge for law enforcement conducting undercover investigations
is related to profile development and consistent language use. For example, police
must maintain the guise of being the offender that previously operated the profile.
Language use is very individually stylistic, with tools available that can assess how
many individuals are using one profile (Rashid et al., 2013). The use of language
poses a challenge to police, as they must accurately represent the previous user of the
profile to reduce suspicion in other users. Furthermore, even when not conducting an
account takeover, police must still represent the assumed identity accurately,
including using the language of a child or dark-net offender with consistency and ease

(Tetzlaff-Bemiller, 2011).

The challenges encountered when investigating cyber-crime generally, also
apply to covert investigation of cybercrime. These include the need for collaboration
across nations, given the multi-jurisdictional nature of covert operations. For example,
the United Nations have created the Convention on the Rights of the Child, which

formulates a co-ordinated operation for allowing various countries to collaborate in
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reducing the harm caused by internet crimes against children (Cohen-Almagor, 2013).
Other taskforces have similarly been assembled, such as the Virtual Global Taskforce
that allows officers from member countries to respond quickly and accurately to
reports of online crime. Or the Comprehensive Operational Strategic Planning for
police which looks at allowing police in member countries to operate in the best
possible investigative manner for operations that occur trans-nationally (Cohen-

Almagor, 2013).

Training & Hiring For Covert Investigation

Despite the use of niche investigative techniques such as covert social
engineering tactics, and the development of specialized cyber units, there remains
great ambiguity surrounding the methods of investigating cybercrime (Wydra, 2015).
The methods for investigation are left relatively unsaid, with significant variation in
the procedures and tactics depending on the organization, the country, and the
investigator (Reyes et al., 2011). Consequently, given that no definitive procedures
are outlined, specific training methods are either variable in content, or non-existent

(Agustina, 2012; Muncaster, 2005).

A study by Davis (2012) surveyed 127 police officers in America on
cybercrime preparedness and training. Participants reported a considerable
discrepancy in the level of training received, with only 26% of officers receiving
training on average. The variation in training poses a significant challenge for police,
and creates questions about the most effective methods and training for cybercrime
broadly, and when policing different types of cybercrime. In addition, participants in
the study stated that receiving training would be significantly beneficial to their

working ability.
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In one of the only studies identified that has researched police working on
undercover investigations, Tetzlaff-Bemiller (2011) discovered several critical themes
related to investigative practice. This research was conducted through semi-structured
interviewing of 17 law enforcement officers who engaged in covert investigation
across the United States. The first theme discussed training. Participants stated that
while training was encouraged within the area of undercover chatting (i.e. social
engineering), the training was sparse and often incomplete compared to other aspects
of cybercrime training. Secondly, there was disagreement between personnel on
which strategies were most effective when interacting with potential offenders online.
This discrepancy may be due to the fact that participants in this study received
incredibly diverse training, with minimal consistency. Despite this discrepancy, on the
job training was reported as particularly fundamental towards conducting the role
effectively. The final theme identified in this study related to the importance of
knowing the legalities of procedure in order to avoid issues of entrapment. Overall,
this study provides an interesting initial analysis into some of the challenges
encountered by police engaging in undercover chatting. However, it focused
exclusively on internet crimes against children and not on any other cybercrimes.
Additionally, the themes were only briefly discussed, with limited focus on teasing
out some of the expertise required for the given tasks. Importantly, this study
highlighted the lack of a broad and consistent training framework for new employees,
and this was particularly apparent within the realm of the social engineering skills

required.

O'Leary and D'Ovidio (2007) also outlined several crucial issues with training
for investigators of cybercrime, particularly those who primarily utilise covert

investigative tactics. Firstly, accessing high-quality or standardised training is very
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difficult. This access to training applies to both generalised knowledge of digital
forensics and investigations, and more niche aspects related to investigating certain
crime types such as online exploitation of children. The training that is offered to
investigators is often unclear in regards to which course is best for the unique job role
and crime type being investigated, and which order to do the courses in. Out of the
training offered, there is usually a lack of focus on the more practical skills needed,
such as undercover chatting; a finding that was also identified in research by Tetzlaff-
Bemiller (2011). Finally, the monitoring of training processes, as well as precise
assessments of law enforcements abilities, strengths and weaknesses, and capabilities,
has not yet been conducted in order to improve upon procedures and increase the

likelihood of successful prosecution.

Further challenges for training are present due to the low-visibility of the
covert teams (Harkin & Whelan, 2019). Based on pre-gathered anonymous survey
data with 66 specialist cybercrime investigators in Australia, Harkin and Whelan
(2019) were able to identify that training and skill retention was a problem among
specialist units, and this was reported by participants to be due to the low visibility of
the units. Thus, it may be that not only is specialized training required by
investigators, but a more significant shift towards transparency and understanding by

senior managers and the policing community is also required.

Additional research by Harkin et al. (2018) using the same data-set as Harkin
and Whelan (2019), concluded that a lack of training for specialized cyber-units was a
significant problem for both new employees and existing employees who needed to
up-skill. The development of training for staff should, therefore, not only consider
basic teaching for new employees, but also consider how experienced staff can benefit

from more education. A lack of training by cybercrime investigators is reported
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consistently across Western nations, with a need for more training being similarly
identified in the UK, based on interviews with 45 police staff (Schreuders et al.,
2018). The need for training is not an isolated requirement, and considering the trans-
national nature of cybercrime, implementing more standardised measures would be

incredibly beneficial.

Expertise and Skills of Covert Investigation

Cybercrime investigation appears to have evolved as a field of specialist
expertise that is experience-based, particularly within the use of covert operations and
social engineering (Loftus & Goold, 2011). For optimal success, the skills for covert
investigation appears to require socialization and training that occurs from working on
cases and operations, as well as directed instruction (Loftus & Goold, 2011). The use
of a covert police presence requires law enforcement to understand the common
environmental regularities and irregularities of offences and offence related behaviour
(Loftus & Goold, 2011). The knowledge and expertise required are not necessarily
abilities that can be taught via classroom instruction, but instead require more abstract
skills such as problem-solving when encountering operational dilemmas, utilizing the
correct language for different contexts (Loftus & Goold, 2011) and the need for
heightened awareness when working covertly (Giollabhui et al., 2016). These skills
are not easily imparted, articulated, or easy to identify as heightened skill areas in
potential investigators. Consequently, limited research exists that explores what skills

are necessary for covert investigative staff.

Brown (2015) has hypothesized some skills that may be required by
undercover investigators. These include critical inquiry, interpersonal aptitude, the
ability to establish fact from fiction, and the ability to influence conversation (Brown,

2015). However, the description of these traits as being critical is not based upon
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empirical assessment, and is instead merely assumed necessary by researchers

(Brown, 2015; Loftus & Goold, 2011).

A further skill that could be important for law enforcement conducting covert
operations may be in understanding the language used, and the order of
communication. To assess this, researchers have used linguistic analysis to examine
the conversations between offenders online (Black et al., 2015). From this, the
recurring language used and the typical steps in the process can be explicitly
identified and act as a guide for directing communication. For example, research by
Black et al. (2015) analysed the grooming process when offenders were chatting to a
decoy child, and the language examples at each stage of the grooming process. This
analysis could be a particularly useful tool for investigators of online crimes against

children, principally in the initial period of conducting undercover operations.

The usefulness of forensic linguistics is determined by the ability of law
enforcement to impersonate an individual, engage in undercover chatting realistically,
and interpret progression within communication (Black et al., 2015). Linguistic
training may advantage law enforcement by explicitly teaching what language cues to
be aware of that may reveal information on the offenders’ identity (Orebaugh et al.,
2014). Within the UK, police officers conducting undercover investigations are often
offered a two-day course in linguistic analysis, language theories, and practical skills
such as the patterns of turn-taking, subject approach, and development (Grant &
MacLeod, 2016). However, further evidence-based skill identification is needed and

should be used to make training and recruitment recommendations.

Various skills identified within the current literature on social engineering and

social psychology could also be relevant for investigators. For example, in
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constructing false identities, fabrication is a necessary component of the covert
investigation process. Accordingly, the skills and techniques of fabrication, such as
crafting a profile that is appropriate for the given situation, learning the language of
the environment or establishing a contact base, could potentially be important for law
enforcement. The nuances of persuasive discourse and data-gathering could also be
necessary in order to build relationships effectively and influence the offender (Tetri
& Vuorinen, 2013). Likewise, the techniques outlined by Workman (2008) may also
be adopted by law enforcement in order to shape and influence the direction of the
conversation to gather the necessary evidence effectively and efficiently. However, as
this has never been explored in the literature, the specific skills used are difficult to

postulate.

A thorough evidence-based review of the critical skills and competencies has
not yet been conducted, which means researchers are not able to provide
recommendations for training or skill development that maintain high levels of
reliability and validity. Consequently, if hiring or training individuals depended upon
the selection or development of skills that had had not follow rigorous scientific
processes, there is no guarantee that it would lead to a proficient investigator. The
concepts cannot be deemed empirically valid for the role and are thus, unreliable
constructs from which to base decisions on (Marcum et al., 2010). The lack of
training identified by covert investigators may in part be due to the lack of research
that can guide the development of an appropriate training program. The assessment of
necessary competencies should therefore evaluate the job or the individual who is
working in the job to uncover the strategies required for successful daily operating.
This information could then inform training and selection decision making, as well as

contribute to the literature on social engineering processes.
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Research Aims

The current research seeks to understand and promote the awareness of the
expertise required for covert investigations of cybercrime that use social engineering
skills. This will be done through interviewing law enforcement officers using a
method developed explicitly for eliciting tacit knowledge. This research will deepen
our understanding of the knowledge and skills required for covert cybercrime
investigations. It will also provide a cross-comparison of skills required for
investigating different types of cybercrime. As this will be the first study aimed at
understanding the expertise of social engineering tactics in covert operations against
cybercrime, it is exploratory. As such, no specific hypotheses regarding the
knowledge of investigators can be made. However, it is expected that investigators
will hold tacit, expertise knowledge that can be explored using in-depth, semi-
structured interviewing. Furthermore, it is predicted some techniques discussed within
the security studies on social engineering techniques may be identified within law
enforcement, such as the skills used in fabrication, or data-gathering. Alternatively,
skills identified within social psychological research on influence, such as authority or

reciprocity may also be applicable for participants.

The primary aim of the present study is, therefore, to develop a greater
understanding of the tacit expertise that investigators of cybercrime hold. This
research will seek to elicit investigators' tacit knowledge through Applied Cognitive
Task Analysis (ACTA) interview methodology (Militello & Hutton, 1998). ACTA
can assist in identifying and articulating the cognitive processes involved in
investigative procedures, and is an efficient means of extracting and describing the

methods experts use in undertaking complex cognitive tasks. Through an explicit
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understanding of these skills, more directed training programs for investigators could

be developed in the future.
The primary research questions for the current study are as follows:

1. What are the skills, knowledge and techniques utilised by law

enforcement when engaging in an undercover online investigation?

2. Are there any differences in the skill sets required for investigators of

covert cybercrime operations, depending upon the crime being investigated?
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Methodology

Minimal research exists on how law enforcement conducts covert
investigations online. As such, like other studies that have sought to develop an initial
understanding of cybercrime investigation (Harkin & Whelan, 2019; O’Leary &
D’Ovidio, 2007; Tetzlaff-Bemiller, 2011), understanding the work from the
perspective of law enforcement is a critical first step. This study aims to develop the
evidence-base on what skills are needed to investigate cybercrime in covert
operations. This evidence will then be able to inform training, assessment and

selection of employees.

The method section will be organised in the following way. First, the
qualitative research design will be introduced; this will place the current study within
the broader literature on qualitative methodology. The use of interviews will then be
explored in order to state why this method of research design has been employed. The
process of data collection, an interviewing procedure called Applied Cognitive Task
Analysis (ACTA), will then be described and evaluated. The research procedure,
including ethical considerations, will then be considered in full. Finally, the

framework for data analysis will be presented.

Qualitative Approach of the Current Study

The need for qualitative research has grown in line with the appreciation for
environmental diversity and methodology that emerged from post-positivist
perspectives (Willis et al., 2007). Qualitative research considers context, experience
and the broader conditions of social life, in order to arrive at information that
enhances a holistic understanding of phenomena. This is in contrast to making
statistical linkages and predictions as seen in quantitative research (Golafshani, 2003).

Qualitative research methods can potentially portray a broader assessment of the
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complexities of psychology that might otherwise be missed with more traditional

methods (Flick, 2018).

Qualitative research typically works within different ontological paradigms
than quantitative research (Ponterotto, 2005). The experience of events is not
considered an objective reality that can be transposed from laboratory experiments
with little external validity. Nor is it always appropriate to generalise a single set of
results widely, as everyone experiences life through a perspective that is unique to
them and their background (Croker, 2009; Kraus 2005). Hence, any meaning that is
attributed to events is based on an individual’s creation of meaning; humans construct
their reality, and this reality is strictly inimitable (Kraus, 2005). A diverse range of
philosophical perspectives guide qualitative research. However, most relevant for the
current research are approaches that typically have the underlying assumption of

relativism (Bryman, 2012; Cupchik, 2001; Ponterotto, 2005).

Both forms of methodology, qualitative and quantitative, are valuable
approaches. When trying to cognise a complex phenomenon or appreciate participant
experience and knowledge of an event, qualitative research is typically the most
appropriate choice (Elliot et al., 1999). Qualitative research is often useful when there
is a lack of understanding about the nature and scope of the phenomenon under
investigation (Bryman, 2012). Therefore, when trying to explicate the skills and
processes used by law enforcement in social interactions with offenders, qualitative

research is the more relevant research choice.

Characteristics of Qualitative Research
Common approaches for conducting qualitative research exist (Bryman,

2012). A key characteristic of qualitative research is that it is inductive (Merriam &
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Grenier, 2019). In comparison to quantitative research where prior theory guides the
development of a hypothesis, qualitative research is guided by the data collected.
Quialitative research can be considered a bottom-up approach, whereas quantitative
research is often a top-down approach (Bogdan & Biklen, 1997). The bottom-up
approach is particularly relevant for the current study, as the lack of prior research
means that it is difficult to state in advance the expected findings with any degree of
precision. The findings and assessments that will be described are based on the
cumulative appreciation of participant experience, as seen through this study, and

cannot be predicted on the basis of pre-existing theories.

Qualitative research also requires the researcher to be active and embedded
within the data collection process. The active participation by the researcher allows
for rich and detailed reporting of participant experience (Croker, 2009). Researcher
involvement and relationship building is supported within qualitative research (Sutton
& Austin, 2015). Quality interview data requires more than an interviewer asking the
participant questions (Patton, 1980). The present research has conducted in-depth
interviews which thoroughly traversed the challenges and details of the role, this then

allowed for truly descriptive data.

A further component of qualitative research is the communication of findings
in a descriptive, detailed and transparent way (Bogdan & Bilken, 1997). The
descriptive process is designed to create meaning out of the data (Kraus, 2005), which
is a continuous process. Critically, the researcher must always maintain a viewpoint
that they are the vehicles for participants’ voices. Hence, throughout the collection,
analysis, and reporting of data, the research must maintain the speakers world view,
thoughts and experiences (Sutton & Austin, 2015). This study aimed to present the

characteristics of the job as accurately as participants described. The results have
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sought to be detailed and vibrant, easy to make sense of, and true to the experience of

the participants.

Another component of qualitative research describes how qualitative
approaches are useful methods when trying to develop a theoretical and
comprehensive understanding of unexplored phenomenon (Flick, 2018). Qualitative
research offers the opportunity for more exploratory research; qualitative studies can
produce entirely new ideas and concepts (Croker, 2009). Consequently, strict research
questions or hypotheses are not always required, and can even impede the data
collection process through applying a restrictive framework to the data, rather than
allowing the data to provide the framework itself (Croker, 2009). Cybercrime and
online covert investigation, both represent a niche and emerging environment. The
research questions developed for the current research were designed to give a
fundamental guide on how to gather information, but no specific hypotheses were

made.

Finally, due to the comprehensive information gathered through qualitative
research, large sample sizes are not always a requirement, hence the current research
has eight participants. Rather, the goal of qualitative research is data saturation
(Marshall et al., 2013). Data saturation, also termed “information power’ by Malterud
et al. (2016), is where the level of information gathered from participants dictates the
number of participants required. Judgement by the researcher as to the suitable
number of participants necessitated in order to reach data saturation is an iterative and

flexible process (Bryman, 2012).
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Evaluating Qualitative Research

The most pervasive criticism of qualitative research comes from the position
that research gathered through qualitative approaches has few means of demonstrating
validity and reliability, and is consequently less able to provide useful information to
the scientific community (Merrick 1999). However, these ideas are conceptualized
differently in qualitative research (Merrick, 1999). In qualitative research, rather than
using validity and reliability to determine the quality of research, credibility and
dependability are used instead (Gregory & Russell, 2003). Credibility refers to the
trustworthiness of the data and the extent to which it represents the data gathered
(Nowell et al., 2017). Trustworthiness of information in qualitative research is more
aptly considered to be having regard for the ability of the researcher to understand and
translate a collective participant meaning (Merrick, 1999; Williams et al., 2012).
Dependability is another way qualitative research is evaluated. Dependability can be
seen as similar to quantitative conceptualisations of reliability (Golafshani, 2003),
which considers the consistency of the results and the replicability of them over time

(Koch, 2006).

Procedures exists that can assist researchers in enhancing the dependability of
the research. Primarily, this can be achieved through triangulation, and methods for
audit checking. Triangulation is the use of multiple forms of data or sources to assess
the research issue or question from various stances (Flick, 2004). These sources can
be researchers, data collection tools, methodology, or theory (Bryman, 2012). The
most relevant form of triangulation for the present study has been that of theoretical
triangulation, which involves exploring how the results of a given study are similar to
or consistent with previous theoretical work (Russell & Gregory, 2003). While no

research or comprehensive theory of online covert investigators work exists, if there
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are parallels between the present results and ideas in previous literature, it would be a
positive form of theory triangulation. Another relevant avenue of triangulation for the
present study is method triangulation (Casey & Murphy, 2009). Consistency within
participant responses provides a way of measuring the dependability of the materials
used, and the accuracy of the data gathered (Stevenson & Mahmut, 2013). Finally,
reliability can also be increased through audit checking, such as through providing
participants with the option to review their transcript to check that it is representative
of what they sought to convey, or following rigorous processes for analysis and data-
logging (Carlson, 2010). Both of these forms of review were conducted for the

present study.

Best practice guidelines for increasing the trustworthiness of research require
employing strategies that will inform the reader that the results are representative of
information gathered (Bryman, 2012). The use of multiple data sets or participants
that point to similar findings (triangulation of data) is a valuable tool to display
convergence of meaning (Lincoln & Guba, 1985). Furthermore, the findings should
be written in a manner that provides clear descriptions, allowing the reader to become
immersed in the environment of exploration, similar to the researcher (Bryman,
2012). This includes displaying quotations of participant experience that capture the
essence of the themes identified (Cope, 2014). This transparency allows for a more in-
depth understanding by the reader, and also promotes trust that the data is presented
correctly. Finally, the trustworthiness of qualitative research can be increased through
the minimisation of bias by the researcher as best as possible (Carlson, 2010).
Complete objectivity by the researcher is not expected (Pope, 2002). The researcher’s
perspective and individual contribution can be a positive and beneficial aspect of

qualitative work (Sullivan, 2002). However, this positive effect of subjectivity
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requires active self-reflection on the part of the researcher in order to understand any

potential biases that could influence the research (Merrick, 1999).

Qualitative research is a powerful tool to employ when trying to examine the
more intricate patterns of social life and behaviour (Erikson, 2012). Qualitative
research allows for a depth of understanding that is often missed within deductive
methods of analysis (Soiferman, 2010). The multifariousness and nuance of detail
uncovered through qualitative work will see qualitative research persevere as a robust
research method strategy (Erikson, 2012). However, in the continued use of
qualitative approaches, acknowledgement of the limitations and processes to mitigate

them is crucial.

Interviews

Within qualitative work, interviews are the most prevalent form of data-
gathering (Cassell & Symon, 2004). The goal of using interviews is to gather rich,
substantial, and raw information that represents an event or phenomenon from the
perspective of the participants (Cassell & Symon, 2004). Therefore, flexibility in
structure and questioning is vital in order to be able to fully interact with all topics
that are uncovered during the interview process. The flexibility of interviews allows
for a diverse range of epistemological paradigms to utilise the data-gathering
technique, ranging from realist to radical constructionist philosophies (Cassell &

Symon, 2004).

The current research will take both a constructivist and realist approach. This
is an ontological paradigm that has been only selectively discussed within the research
(Cupchik, 2001; Jackson & Nexon, 2004; lofrida et al., 2014; Sterling-Folker, 2002).

While usually considered opposing paradigms (Bryman, 2012), the present research
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acknowledges how social perspectives will influence the experience of working
covertly, and the perception of techniques used. However, the research also
recognises that the description of online covert work by investigators will be an
honest and authentic depiction of the real-life working environments for New Zealand
(NZ) Police covert investigators. The goal of this study has been to synthesise the
different perspectives, backgrounds and life experiences expressed into a credible and

trustworthy description of engaging in the role of covert online investigator.

Interviews can be utilised as a structured, semi-structured or unstructured tool
(Gill et al., 2008; Jamshed, 2014). The present research followed a semi-structured
interviewing method. This interview approach means that the questions were pre-
determined and acted as a guide for the interview. However, questions were
predominantly open-ended, allowing for the exploration of new ideas and topics as
they arose (Jamshed, 2014). The interviews conducted in this research used the ACTA

method as a guide for questioning across participants.

ACTA

The purpose of the ACTA interviewing technique is to uncover the cognitive
demands and skills required for various sub-tasks of a given job (Militello & Hutton,
1998). This form of interviewing was utilised due to the following considerations. It is
in-depth and so facilitates a cross-comparison of answers due to the completeness of
data, or information power gathered. ACTA also does not require extensive
interviewer training (Hoffman et al., 2002; Hoffman et al., 1998). Finally, ACTA has
a strong theoretical and empirical basis and has been applied successfully to many
diverse settings such as intelligence analysis (Hutchins et al., 2007), firefighter
training (Okoli et al., 2016), US Navy operations (Bisantz et al., 2003), and

investigative profiling procedures (Knabe-Nicol & Alison, 2008).
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ACTA identifies the skills, strategies, and processes used by experts in particular
tasks. ACTA can also highlight any gaps in a process, and opportunities for error. All
of this data is then able to inform selection, training, and policy and procedure
development (Militello & Hutton, 1998). As with other expert domains, eliciting this
expertise can speed up an otherwise experience-based process, which requires
extensive time (Schraagen et al., 2000). Allowing for this wait continues to leave a
significant knowledge gap within academia and policy. Therefore, this study’s use of
ACTA seeks to identify and understand this expertise and make an important

contribution to theory and practice.

ACTA is composed of three sections: the task diagram, the knowledge audit and
the simulation interview (Militello & Hutton, 1998) (appendix 3). The task diagram
seeks to broadly synthesise ideas about the tasks required for a job, and highlight the
problematic cognitive portions of the task. The knowledge audit then explores aspects
of expertise required for a specific task or subtask. As each aspect of expertise is
uncovered, it is probed for concrete examples in the context of the job, cues and
strategies used, and why it presents a challenge to inexperienced persons. The
simulation interview then allows the interviewer to probe the cognitive processes
within the context of a specific scenario. The use of a simulation or scenario provides
job context that is difficult to obtain via the other interview sections. Therefore, the
simulation interview allows additional probing around issues such as situational

assessment and common errors.

Procedure
Design
The current research utilised an inductive, exploratory design, using

comprehensive semi-structured interviews based on constructivist, realist
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perspectives. This approach allowed for flexibility in questioning all necessary facets
of behaviour, along with the representation of participant ideas as demonstrative of

their work.

Recruitment

Participants for this study were NZ Police employees, selected from the
Online Covert Group (OCG), and the High-Tech Crime Group (HTCG). Participants
were recruited through the primary researcher providing an information sheet along
with a consent form (appendix 1 and appendix 2), to the managers of both the OCG
and the HTCG. These forms were then distributed to all employees who have engaged
in online interaction. Covertly interacting with offenders is not an exclusive role of all
police in OCG and HTCG. Therefore, participants recruited for this study were
required to have experience in discreet covert operations. Any participants who
volunteered for this study informed their managers. The managers then informed me
of the contact details of relevant participants. From this information, | then contacted
participants with the information sheet, consent form and interview schedule
(appendix 1, 2 and 3, respectively) and instructions on how to review and complete

the relevant sections before the interview.

Participants

The sample for this research was determined through a purposive sampling
process (Russell & Gregory, 2003). Participants for this research were six workers
from the OCG and two workers from HTCG. Collectively, eight participants were
interviewed. Due to the small sizes of the teams, this was considered representative of
their workgroups. No demographic data was collected. This was in order to protect
the anonymity of workers, considering any further identifying information may reveal

who was interviewed.
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Data Collection

Participants were contacted by their managers with an information sheet and
consent form. The information sheet detailed who | was, what the research was
concerning, including the background and the purpose, and what their participation
would involve. The consent form highlighted any risks involved, and also included
information regarding the ethics approval from the Victoria University Human Ethics
Committee. Any participant interested in participating could advise their manager,
who then provided me with a list of email addresses and dates on which the

interviews were able to occur.

Contact between myself and participants was then made to provide all
documentation to participants. This included providing the ACTA template, the
consent form, and the information sheet. All three forms are included as appendices:
appendix 1, appendix 2 and appendix 3. Participants were then told what each of the
forms was, and in preparation for the interview, to complete part one and two of the
ACTA forms. Participants were informed that part three (the simulation interview)
could be left exclusively for the interviewing process. These forms were provided one
week in advance of interviews and completion of the necessary sections was required
before the interview. The interview location, confirmation of timing, and an offer of

contact if any questions arose while completing the forms was also provided.

Interviews were conducted at NZ Police premises in a private office. First, the
research goals and risks outlined in the consent form were described to participants.
Participants were then asked if they gave permission for notes to be taken and the
interview to be recorded. This was to ensure participants fully understood the purpose,

risks and confidentiality involved, and consent was made knowingly and voluntarily.
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All participants agreed to this process and acknowledged that they could stop the

recording or process at any point.

The interviews sequentially ran through each of the components in the ACTA
interview process: the task diagram, the knowledge audit, and the simulation
interview. Participants had already completed some sections of the task diagram and
knowledge audit to varying degrees prior to the interview. This familiarity aided
participant understanding regarding the purpose and direction of the interview.
Participant responses to these sections also guided the flow of the interview. Their
answers were discussed in more detail along with new areas of questioning arising

organically throughout the interview process.

The task diagram broadly synthesised the components of covert investigation
into between one and five subtasks as determined by the participants. The purpose of
the task diagram is to break down the complex role of covert investigation into
conceptualised skills or subtasks. Each subtask identified by participants was
discussed to gain an understanding of the role and the context without more directed
questions. These subtasks then formed the basis of additional, more detailed

discussion in the knowledge audit.

The knowledge audit explored the most important subtasks, as identified by
participants in the task diagram. Participants are asked about examples, challenges,
and strategies used for the given skill area. Nine areas for questioning are covered
under the knowledge audit: perceptual skills, anomalies, past and future, the big
picture, tricks of the trade, improvising or noticing opportunities, self-monitoring and
adjustment, information, and a scenario from hell. Thus, the subtasks are

comprehensively probed in a nine by three matrix (the interview schedule is included
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within appendix 3). The knowledge audit assessed what strategies are used as online
investigators, as well as what the most considerable difficulties for novices are. The
knowledge audit was the primary focus of the interview as this was the section where

the most detail was gathered on covert job processes.

Finally, the simulation interview was designed to explore any further job
requirements that had not yet been examined. During this section, participants were
asked to think of a recent case and to describe what critical steps were taken from the
start of the process to the conclusion of the investigation. The simulation interview
was the most concise section of the interview, as most of the detail had previously
been explored throughout the knowledge audit. Each component of the interview
schedule was addressed sequentially with participants, starting with the task diagram

and finishing with the simulation interview.

Due to the complexity of covert investigation, the interview schedule was
considered a guide versus a strict process. This allowed for flexibility to explore new
topics as they arose, skip areas where it was not considered as relevant to their work,
or move through different sections of the knowledge audit in a variable order
depending on how a topic arose. The interview was designed to be an organic process,
rather than a structured and rigid process as depicted in the interview schedule.
Participants had pre-completed the forms to a varying degree, so additional flexibility
was required, along with different cueing for questions being necessary depending on
participant familiarity with the ACTA forms. The length of the interviews varied
between 80-120 minutes. Upon finishing the interviews, participants were thanked for

their time and informed of the next steps in the research process.
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Ethics

Ethics approval for the research was obtained from both the Police Research
Review and Access committee, and the Victoria University Psychology Sub-
Committee of the Human Ethics Committee (0000027248). The critical ethical

considerations that were acknowledged and accounted for will now be discussed.

Firstly, it was essential to ensure that all participation was voluntary, had no
impact on work performance or requirements, and remained confidential. Participants
were provided with an information sheet outlining all relevant information, and a
consent form to sign prior to participation. Within the consent form, participants were
assured of confidentiality. All identifying information was removed from data
transcription, so no identifying information was stored electronically. Within the

completed research, pseudonyms were used to reference any quotes.

Participants were offered a chance to review their transcript to allow for the
removal of any quotes they did not approve of, or clarify any points that did not
reflect intended meaning. Furthermore, to ensure operational security of tradecraft,
the managers of OCG and HTCG were also provided with a chance to review any
quotes that were used in the results. Further security of information was ensured
through communicating to participants that all information discussed must offer no
identifying information as to any cases or offenders. If any information was
mentioned that contained identifying information, this was removed or anonymised

from findings.

The research was perceived as unlikely to cause distress to any of the
participants, given it related to tasks performed daily. However, participants were

informed that they had the right to withdraw at any moment in the interview with no
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repercussions. Interviewer distress was also not anticipated. However, if any distress
was experienced, a path was in place to reduce emotional harm through frequent

supervision contact, and the option to seek counselling via student help if required.

Data security within the study was maintained through several steps. Firstly,
after all interviews were transcribed, the recordings were destroyed. Secondly, access
to the data was restricted to primary researchers. Written documents and the recording
device were transported in a locked and secured case between pre-designated
locations. Recordings were stored on a password-protected drive which had restricted
access. Transcriptions were also password protected on the secure drive. All physical

copies of documents were physically destroyed via secure shredding.

Participants were not selected or excluded based upon culture or ethnicity,
rather, the selection of participants was based purely upon skill expertise. Also, no
demographics of participants were recorded or reported upon in the study. Moreover,
very little research presently states demographic characteristics of cybercrime
offenders, with no NZ specific research. As such, the results of the research will not
negatively affect outcomes for Maori as an ethnic group nor any other cultures or
minority groups. Instead, the implications aim to contribute to the training of police
positively, and consequently enhance community safety. Finally, the interview
schedule does not assess any cultural aspects of behaviour. Had there been any
culturally relevant information discussed, steps were in place to consult a cultural

adviser to understand how to best manage any conflicts.

Data Analysis
Thematic analysis was used to explore the data. Thematic analysis seeks to

locate and analyse the themes within a given data set by identifying meaningful
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patterns (Braun & Clarke 2012). Themes in this context refer to clusters of shared
experiences across participants which highlight unique patterns. The identification of
themes seeks to answer any pre-determined research questions and guide the
development of new research questions (Braun & Clarke, 2012). Thematic analysis is
an incredibly flexible process without the requirement of preconceived theoretical
assumptions that are necessary with other qualitative analytic approaches, such as
grounded theory (Braun & Clarke, 2006). Thematic analysis is a process best used
when seeking to maintain the detail in the raw data set and then translate and report
this information into meaningful categories (Braun & Clarke, 2006). Thus, is it an

excellent method to utilise when evaluating complex and meticulous data.

Due to these characteristics of thematic analysis, it was chosen as the most
appropriate form of analysis for the present research. Specifically, inductive, semantic
thematic analysis was employed, following a realist constructivist epistemological
paradigm (Braun & Clarke, 2006). An inductive approach was decided upon as there
is a distinct lack of theoretical guidance in the field of covert investigation. Therefore,
an inductive approach was regarded as more appropriate to represent the description
of skills as described by participants. The process of theme development was
conducted at a semantic perspective in order to provide themes that were accurate and
descriptive of participant experience. Given the complexity within social engineering
and covert operations, an analysis process is needed that acknowledges and seeks to
understand the breadth of the phenomenon. Finally, a realist constructivist
epistemological position was followed, as it is considered that the work as described
by participants is an accurate representation of the actions and skills required. The
approach to thematic analysis followed the six-phase process as described by Braun

and Clarke (2006). The six-stage process was followed because outlining the steps
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explicitly allows for an increased ability to audit the research, and improve credibility

and dependability.

The six-phase approach to thematic analysis identified by Braun and Clarke
(2006) is described more in detail below. This approach allows for an intensive
analysis of the data and can provide enlightening findings, without limiting the
flexibility afforded to thematic analysis (Braun & Clarke, 2006). The stages are not
conducted in a linear sequential direction; rather, the analysis is a recursive process.
Swapping between the stages or having stages merge is accepted (Braun & Clarke,

2006).

1. Phase one involves familiarisation with the data set. Active and in-depth
engagement with the data by the researcher is needed. This familiarisation
helps in shaping ideas for the themes and codes prior to the coding process.

2. Phase two involves generating initial codes. After developing ideas on codes
to utilise in phase one, the researcher must then formalise this and conduct the
coding process. Codes are a far more superficial analysis of the data than
generating themes, and are used as building blocks for theme generation.

3. Phase three is when the themes are assessed. The codes are looked at more
broadly and holistically to try and find meaningful patterns among the codes.
Codes may be combined and merged as they fit together, along with
potentially creating a cluster of codes that do not seem to fit anywhere.

4. Phase four involves a review of the themes. This review entails assessing
whether there is enough data to support codes and whether any further
categories require merging. A two-stage analysis is suggested here. Firstly, a

more focused scale of assessing the quotes used and the relevance to the
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theme, and secondly, a more holistic assessment of reviewing the themes as
they relate to the whole data set (Patton, 1980).

5. Phase five is the process of defining and naming themes. Phase five is when
an analysis of each theme is conducted in order to accurately designate a name
that succinctly captures what the theme is describing. Additionally, a
comprehensive explanation of the theme content, meaning, and importance are
written to describe to the reader the relevant and noteworthy findings.

6. Finally, phase six involves creating the report. The report should explain the
themes in the researcher’s writing, with participant extracts used throughout to

highlight the representation of the themes.

The six-phase analytic approach was followed in the current research. Firstly, all
interviews were transcribed in order to produce a data-set that could be reviewed and
read for familiarisation. The primary researcher completed all the transcribing.
Transcripts were read twice, further increasing familiarity with the dataset. Next, each
interview was read and analysed several times to begin the official coding process.
Some preliminary codes had been identified in the familiarisation procedure of stage
one. However, most of the codes generated for the data were based upon the creation
of new codes identified during the repeated reading of transcripts in stage two. Stage
two was conducted using NVivo software, by collating all quotes that most
appropriately fit into a given coding group. The third stage of analysis involved
reviewing the current codes to see where common ideas may allow for some codes to
be merged. It emerged at this juncture that there would likely be several categories,
each with unique sub-themes within them. At this point, a diagram was created to
conceptualise the findings visually. The themes were then assessed for the quotes

contained within them, with some quotes being removed if others more accurately and
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vividly portrayed the themes. The themes were also organised structurally to fit with
one another. Themes were then provided names that accurately captured what was
included within the category along with a brief description. This description was then
supplemented with more detail in stage six during the final write-up process. A
summary of the themes generated, including the relevant quotes, were provided to
both the managers of OCT and HTCG, along with my supervisor to ensure they were

accurate and representative.
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Results
The thematic analysis led to the formation of three overarching themes and 18
sub-themes (see Figure 1 below). This figure displays both the sequential and
recursive process of covert interaction. Each of the themes are discussed individually
with quotes provided that highlight participant experience. Confidentiality of

participants was ensured through the use of pseudonyms instead of participant names.

A summary of the results have been developed into a visual representation
shown in Figure 1. This figure demonstrates how an undercover investigation
proceeds. Beginning with the Data-Gathering stage, investigators complete each sub-
theme in preparation for the initiation of social interaction. Data-gathering informs
the Engaging process, which is where the critical social engineering techniques are
located. Data-Gathering steps must be done prior to Engaging; however, the
information gathered in the Engaging processes updates and informs the Data-
Gathering themes. The third primary theme is External Case Considerations, which
includes sub-themes that inform areas of awareness for both the planning and

execution of covert interaction. These themes will be discussed in more detail below.



Figure 1

Tactics, Techniques and Procedures of Online Covert Investigation
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The theme Data-Gathering represents a critical process whereby participants

collected widespread available background information to help inform a successful

covert interaction. This process involves an analysis of the environment, the suspect,

possible strategies for information collection, and the development of an identity in




order to accurately prepare for covert interaction. Without an initial Data-Gathering
process, interactions would lack preparation, resulting in challenges in accurately and
reliably engaging the suspect. The investigator has to take the initiative to explore and

obtain as much information as possible during the Data-Gathering stage:

Examples of background information that may be useful to an investigation

include, but are not limited to:

a review of any posting online by the suspect;

any background information on the suspect;

accurate terminology;

any background information for an investigator’s profile that may arise in

conversation.
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Fabrication

Fabrication is the first sub-theme of Data-Gathering, and describes the
development of an identity to utilise throughout the specific investigation. Participants
reported the technique of Fabrication as a crucial process because all interaction
between the investigator and the suspect occurred through the fabricated profile. The
identity created is determined by the investigators, and is specific to the circumstance,

crime, and environment:

While Fabrication is necessary to engage the suspect in covert interaction, the
challenge and requirement for success is to fabricate a personality that will appeal to

the suspect:
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Profiling
The second sub-theme, Profiling, is when investigators develop an idea of who a

suspect is.

. Profiling can be
formal such as a structured analysis of the suspect, or informal such as brainstorming

on likely traits:

This process allows for a greater understanding of the suspect, potentially

resulting in a more accurate ability to predict and influence behaviour:

Profiling is critical as a pre-planning stage, and a process that should be
continually updated throughout the interaction as more information on the suspect is

gathered.



Purpose
The third sub-theme of Data-Gathering that arose from the data is Purpose.
Purpose refers to clearly pre-defining the goal of what is required from the

interaction.

Depending on the goal, the questioning style and relationship

building will vary:

Understanding Needs

The final sub-theme under Data-Gathering is the importance of Understanding

veecs. I

This understanding allowed them to shape the likelihood that the suspect will engage:



Engaging

The second primary theme identified in the research was Engaging. Engaging
represents the skills and processes that participants utilised during covert social
interaction. Engaging occurs during the stage of covert online work where an
investigator is actively talking to the suspected offender using a false identity. The
engaging process utilises diverse and unique techniques that aid in eliciting

information from a suspect:

It requires the use of many social psychology principles relating to influence and
persuasion, such as reciprocity, methods of liking, the effect of ego, and uniqueness.
These will all be described in more depth below. These psychological principles
generally typify what is thought of as social engineering. While not all the 12 tools
identified within the theme of Engaging will be relevant in each conversation, they
remained useful tactics that could be drawn on by an investigator in order to meet

previously defined end goals. Using the appropriate social engineering strategies for
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an interaction is critical for building relationships and guiding the conversation to the

desired outcome:

Building Rapport

The first sub-theme identified within Engaging is the skill of Building Rapport.
Building Rapport refers to being able to create clear communication with a suspect
that engages them in conversation. Strong interpersonal skills and the ability to
quickly draw another individual into conversation are critical for establishing a

relationship and gathering information:

Investigators must be able to start and maintain conversations with incredibly
diverse individuals, who are often very paranoid, and in a complex environment. This
communication is also devoid of non-verbal cues such as body language, which are
typically critical in providing information in conversations. Thus, the challenge for
investigators is not only being able to develop rapport as a broad skill, but in being
able to develop rapport through a screen, while maintaining the guise of another
person. Being able to Build Rapport and get another individual invested in a

conversation quickly is critical for successful interactions:
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The early development of an effective profile is critical in the Rapport Building

stage, along with maintaining the character created for the interaction.

Credibility
The sub-theme of Credibility considers how investigators must follow unspoken
rules of the online environment.

I ich creates further challenges in trying to gather

information:

Maintaining a consistent profile is also critical in helping to build a credible
identity. Participants described how Credibility could aid in eliciting information or
reassuring a suspect should they become suspicious. If a profile is credible, then it

enhances the trust of the suspect and the likelihood that they will continue engaging

with an investiator. [
I i,
Crecibility can only be maintaine
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Reciprocity
The sub-theme of Reciprocity considers how participants may provide information
about themselves to try and trigger a response from the suspect or establish a debt of

information:

The key is building a noticeable discrepancy in the information provided, | i
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Similarity

Participants reported the collective experience of how if the Similarity |||}
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Scarcity

This sub-theme considers how creating a sense of Scarcity ||| Gz
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Participants reported the importance of first identifying what is sought by the
offender in order to fabricate perceived Scarcity. Once this is achieved, the suspect

will be more likely to comply with the investigator:

Ego Influence

Complimenting and building the Ego of the suspect was reported as a useful
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Through increasing positive feelings towards the investigator, the suspect will be
more likely to continue engaging with the false identity and may be more likely to

provide information:

Challenges

When presented with a Challenge or protest to an idea or belief held, the suspect

may respond to that Challenge to disprove any allegations
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Finally, investigators can Challenge a suspect’s identity, which for many

individuals, is a fiercely protected ideal.
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Emotional Influence
Participants also utilised the tool of Emotional Influence. Influencing emotion

included increasing positive feelings such as appreciation, debt, or gratitude and also

inducing negative feelings such as anger, insecurity, or fear. _



Power
Use of the sub-theme Power could be employed in two ways. Firstly, by making

the suspect feel like they are in control and influential in the situation. ||l

A second way of using Pove [
I o' o increase th

suspect’s respect towards the investigator, and potentially their level of compliance:



Which strategy to use is dictated by the situation and the person under
investigation. Conducting comprehensive data-gathering strategies first indicated to

participants which aspect of Power and control to use:

Curiosity

Enhancing Curiosity in a suspect was reported as a useful skill through increasing
the desire and interest of the suspect. The suspect is motivated to disclose information
by a perceived reward. An investigator is playing on common responses in human

behaviour:

The increased Curiosity would often make the suspect more likely to doing
something, or reveal information about themselves that they otherwise would not do

without the incentive of having their Curiosity needs met:



Finally, the sub-theme of ||| cmeroed as a common useful

strategy for investigators when engaging with suspects online. ||| Gz

Useful tactics include open questions, allowing for a pause in the conversation,
mimicking, repetition as cues for further information, and summarisation to continue

the conversation. These skills form the basis of active listening:

The use of reflection or mimicking works ||| GGG -

can also have the effect of building the ego, increasing familiarity, similairity or

enhancing rapport as people may feel more heard and understood:

External Case Considerations
The third primary theme identified in the research was External Case

Considerations. This theme describes the additional skills required for online



investigation, including the knowledge and techniques that are needed to monitor
investigative process and respond to the unique online environment. The following
sub-themes are components of online investigation that are continually monitored
throughout the different phases of Data-Gathering and Engaging. Each of the sub-
themes discussed are related to one another only in the sense that they broadly apply
to due process in an online covert investigation. External Case Considerations is a
category intended to capture essential themes that became apparent in the analysis
process that were not as conceptually linked together as sub-themes within Data-

Gathering and Engaging:

Legislative Requirements

The sub-theme Legislative Requirements emerged as critical to investigative
awareness. Covert online investigation requires constant monitoring of what is said, to
avoid becoming agent provocateur. Legislation dictates that investigators cannot
encourage behaviour that would not already occur without their presence. The
consequences of not adhering to legislation around agent provocateur can be severe,
in that a suspect may not be prosecuted if methods of obtaining evidence are not

within the necessary legal boundaries:
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In addition to comprehensive knowledge on requirements and limitations in
regards to the Search and Surveillance Act (2012), depending on the environment,
other legislative considerations are also necessary, e.g. Arms Act (1983) or the
Misuse of Drugs Act (1975) if investigating organised crime, and the Terrorism
Suppression Act (2002) if investigating counter-terrorism. Further to these specific
requirements is the overall understanding of legislation such as the Crimes Act

(1961):



The extensive legal requirements imposed upon investigators who work covertly

online, places comprehensive cognitive demands on participants.

Risk Assessment
The sub-theme of Risk Assessment describes how participants explained that a
constant awareness of the risk a suspect poses to themselves or others was vital to

monitor continually:

Gathering information on a suspect’s identity or previous crimes becomes

secondary to preventing a crime occurring:

Py
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interaction is, therefore, a crucial component in covert online investigations:



Evidential Sufficiency

When engaging with a suspect, participants have to be aware of what level of
information is required in order to progress the investigation (search warrants, arrest,
prosecution). Investigators are seeking identifying information and information
relating to offences. When collecting this detail, investigators must know when they

have reached various thresholds relating to Evidential Sufficiency:
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Participants emphasised the need to be forward-thinking, ||| GGG

I ¢ ensuring the desired outcome for the investigation.

Different Crime Type

The sub-theme of Different Crime Type identified the need for participants to
develop further crime-specific knowledge depending on what crimes they were
investigating. While similarities in the critical skills required are present throughout

the Engaging and Data-Gathering process, specific knowledge is required on the area

an investigator is directly working within ||| | G

The same techniques, tactics and procedures as described throughout Data-

Gathering and Engaging can still be utilised regardless of crime type:
DP: You need a base level of skills but then specific skills for your area.

However, through changing the subject matter, an investigator may have to
change what kind of offender needs are analysed, and what the appropriate ways to

steer a conversation are, amongst other considerations:



For example, with organised crime, influencing the emotion of fear may be more

effective, whereas with child exploitation, influencing the need for approval and

companionship may result in greater success. ||| | GTcNGTGG
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Training

Finally, the sub-theme Training became apparent because participants
reported a lack of formalised training for the role. As such, participants often came
from varied backgrounds wherein they could utilise other skills that had been gathered

throughout their policing careers:
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The limited preparation did not hinder the current employees or workgroups,

particularly given participants all had extensive backgrounds within the police:

However, formalised Training would be useful to cover the more nuanced
topics of the role. Having a formulated set of skills that are taught to new individuals

would also be useful for the selection and testing of new employees:

Final Comments

The analysis of the data for the present research was guided by the two
research questions that sought to understand 1) the skills used by online undercover
investigators, and 2) whether any variable skills were required depending on the crime
type. The skills utilised by online investigators are described through each of the
themes and sub-themes. Varied and extensive skills are required, which fit under pre-

planning, operational action and cognitive considerations. The second research
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question was answered within a sub-theme inside External Case Considerations,
Different Crime Type. This sub-theme identified that there were indeed different
knowledge requisites for investigators. The *how’ of the investigation remained extant
across crime types, however, the ‘what’ of understanding changed. Investigators
needed detailed knowledge of the nuances of the crime specific environment and

offending behaviour.
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Discussion

This study sought to gain an understanding of what skills are necessary to
conduct covert online investigations for NZ Police investigators. These specific skills,
tactics and techniques used by covert investigators have been revealed more closely
through the use of in-depth interviews. Due to the limited research available on covert
investigation, this study sought to address a significant knowledge gap in how covert
investigations are undertaken, including the internal and external resources required.
Furthermore, as the lack of training in the area of specialist cybercrime investigations
has been reported across the Western world (Hinduja, 2004; O'Leary & D'Ovidio,
2007; Tetzlaff-Bemiller, 2011), this research has been able to develop the foundations

for what training should incorporate and consider.

Through thematic analysis, three overarching themes became apparent in the

esearchprojct.
T

summary of the findings will now be explored. Following this, the findings will be
situated within the broader research base on social engineering, police psychology and
social psychology. The present study will then be critically reviewed for the relevant
strengths and weaknesses. Finally, the broader applications of the research will be
considered, specifically in the context of enhancing police covert knowledge, along

with the implications for continued research within this area.

Summary of Results
The first theme that emerged from the analysis was Data-Gathering. This
theme predominantly considered the steps and processes conducted before engaging

with an offender online. This theme was then further broken down into four specific
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sub-themes, including Fabrication, Purpose, Profiling and Offender Needs. The sub-
themes were not ordered sequentially, but were equally essential considerations when
preparing for an investigative process. Importantly, investigators had to consider the
suspect they were speaking to and adapt the first interaction accordingly. Thus,
knowledge of how best to approach a suspect (Profiling and Fabrication),
consideration of the unique personality of the offender (Offender Needs), and
understanding the intention of the interaction (Purpose), combined to inform the
Data-Gathering process. Investigators had to conduct comprehensive and detailed

pre-planning and engage in extensive forethought.

The second theme, Engaging, covered the strategies that could be used by law
enforcement when interacting with an offender. This theme was further broken down
into 12 sub-themes. These sub-themes collectively made up the toolbox of
conversation tactics that investigators could utilise in order to try to gather
information from the offender. Not all tactics are relevant for every conversation.
However, they represent common strategies investigators relied on, whether implicitly
or explicitly, to develop a dialogue and influence the conversation towards their own
goals. Engaging distinctly covers skills and procedures used during the undercover
conversational phase of the investigation. Therefore, Engaging follows the Data-
Gathering stage as a sequential process, yet the information uncovered through
Engaging can, and should, update the information that informs Data-Gathering

decision making.

The third theme, External Case Considerations, included six sub-themes.
These sub-themes were not conceptually related to each other in the way that the sub-
themes within Engaging and Data-Gathering are. Instead, the third theme describes

the external background knowledge that a police officer must understand as an
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investigator in the covert and legal community. Investigators must be aware of these
sub-themes throughout the investigation process, and use it to inform their process
and behavior throughout the entire investigation. The sub-themes contained within
External Case Considerations are critical for ensuring the protection of the victims
and officers involved, and the security of the case itself. Furthermore, this theme also
details the broader care that must be considered in understanding the online covert
environment, and how to take precautions to adapt the strategies for Engaging and

Data-Gathering as needed.

The results from this study suggest that the process for conducting covert
online investigations is complex and multifaceted, necessitating extensive cognitive
demands be upon the investigators. As this was an exploratory study, broad research
questions guided the data collection process. The first research question sought to
understand what skills and procedures were used by investigators when engaging in a
covert online investigation. This research question was evaluated throughout the
analysis process, with all three themes and sub-themes providing data that describe
how online investigators conduct their work. The skills needed by investigators are
predominantly learned through experience rather than directed instruction. These
skills include (a) how to initiate and maintain contact with offenders; (b) how to
uniquely tailor conversational approaches in order to influence an offender and guide
them towards one’s goal; (c) how to understand the offender and the unique online
environment from which offending occurs; and, (d) how to stay within the complex
and rigid legal boundaries surrounding officers. The vast number of themes and sub-
themes required to capture and describe these skills is an indicator of the breadth of

knowledge required by online investigators.



The second research question aimed to understand whether any differences in
skills were applied based on the crime type under investigation. This was reported by
participants as a sub-theme within External Case Considerations, 'Different Crime
Type'. The results reveal that regardless of the crime type, all investigators reported
using the same skill set, as discussed throughout Engaging, Data-Gathering and
External Case Considerations. However, which strategy or skill would be more

beneficial changed slightly depending on the crime type. Investigators had to adapt

their skills for different types of investigation. ||| G

I ) in large however, the majority of skill sets were extensively

transferrable. For an investigator to move from one crime type to another, they are

required to undertake a familiarization period within the new online environment-

I Vioving between crime types would not require a completely new
approach on how to investigate crimes online. Rather, investigators would simply

need to research and familiarize themselves with the nuances of the new crime type.
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Situating the Research: Data-Gathering

This study is the first of its kind to comprehensively explore the skills and
processes utilised by online investigators. The results revealed are consistent with
existing research and theory. These consistencies with theoretical literature can be
found between Data-Gathering and theories of social engineering, between Engaging
and social psychological theories of influence, and between External Case

Considerations and police psychology research.

The process of Data-Gathering represens an essential set of skills and

behaviours whereby investigators planned how to interact with a suspect. |||l

I 7 cse skills display many parallels with existing literature

on social engineering behaviours, including social engineering attacks. Social
engineering efforts seek to gather information through utilizing deceptive guises or

behaviours, principally from a social source, such as conversing with an individual

(Ter & Vuorinen, 2013,

Data-Gathering skills revealed in the current research show similarities with
those used for social engineering attacks. In their research into the behaviours used by
individuals conducting social engineering attacks, Tetri and VVuorinen (2013)
identified data-gathering as a key behavioural cluster wherein the engineer actively
researches the target of the attack through online based open-source research, or
methods of physical intrusions. These behaviours provide the engineer with important
information that can be used to tailor an approach to the target and thereby gain

access to what is needed. The importance of this is outlined in the start of the



90

discussion on data-gathering by Tetri and VVuorinen where they state “every attack

requires knowledge about the target” (Tetri & Vuorinen, 2013, p. 1017).

Likewise, every covert interaction by law enforcement requires knowledge
about the suspect. When investigating crimes online, law enforcement are not
committing attacks on individuals in the way that the sample literature by Tetri and
Vuorinen (2013) are. However, as can be seen, the principle remains the same.
Investigators must know about the suspect whom they are to interact with, in the same
way an attacker must know about their target. For the attacker, this phase involves
obtaining information from open-source data, stealing, eavesdropping, or various
technical means of stealing information, e.g. loggers. The purpose of this stage is to

reduce the likelihood of a failed attack (Tetri & Vuorinen, 2013). Similarly, Data-

Gatheing represents

I ovvever, the purpose of data-gathering for the two

groups appears to be incredibly similar.

A further theme identified by Tetri and VVuorinen (2013) is fabrication, which
was equally considered one of the fundamental aspects of social engineering attacks.
The sub-themes Fabrication and Profiling were also revealed in the current study to
be important to investigators conducting online covert operations. Fabrication by Tetri

and Vuorinen is considered a subtle, deceptive influence of the environment.



Fabrication analyses the setting of the victim and the most appropriate way it can be
influenced while remaining unnoticed. For example, the use of the correct
terminology is a simple way to fabricate a personality so the person being deceived
would be less likely to question what 1s happening. This is in line with the sub-theme

Fabrication, which outlines how careful development of a profile is conducted to

reduce the likelihood of being identified as out of place. _

. The use of Profiling is also important, as it is through the

identification of the suspect’

Further similarities between the sub-themes in Data-Gathering and previous
research can be seen within research by Mouton et al. (2016). Mouton et al. assessed

the key behaviours in a social engineering attack (see Figure 2).

Figure 2

Social Engineering Attack Cycle as described by Mouton et al. (2016)
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The first stage in the social engineering attack framework by Mouton et al.
(2016) is the attack formulation. Attack formulation is defined by Mouton et al., as
the development of a goal and the identification of a target. This phase is very similar
to the sub-theme, Purpose, found in the current research, wherein investigators must
identify what the end goal of the interaction is. The use of formulating a goal for the
deceptive interaction, either through an attack formulation of through Purpose,
provides a framework to situate the task and direct the best strategies. Without first

highlighting what is sought from the interaction it is difficult for law enforcement or

attackers to tailor an effective approach for communication ||| GGG

The second stage of the attack framework by Mouton et al., (2016) is
information-gathering. According to Mouton et al., this process involves sourcing
information about the target using a number of methods, including from other people,
online sources, technical means, or physically going through their information (e.g.,
dumpster diving). This is similar to the theme of Data-Gathering found in the current
research and data-gathering by Tetri & Vuorinen (2013), as discussed. The purpose of
gathering the information and the importance of doing thorough background research

is critical for both investigators and social engineers. Thus, having a comprehensive
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understanding of the suspect regardless of the context is critical for increasing the
probability of developing a relationship that will lead to high levels of information-

gathering.

Finally, the third phase of the attack framework as described by Mouton et al.,
(2016) is the preparation stage, where the attacker may formulate a pretext or
backstory that is developed based upon the target information. They may also identify
the mechanism for interaction, and which psychological compliance principles to

implement. This is consistent with the two sub-themes of Data-Gathering, identified

in the present study, Fabrication and ||| [ G

Overall, investigators follow a very similar data-gathering process to that of
social engineers as identified by Tetri and Vuorinen, (2013) and Mouton et al. (2016).
The process may not be as sequential as described by Mouton et al. yet the key phases
to consider in the pre-planning of interaction has many crossovers and similarities.
Investigators and attackers alike must conduct extensive planning prior to the
execution of engaging with the suspect. Importantly, it appears that regardless of the
goal of engaging with an individual to gather information, be it legal and in the name
of community protection, or illegal and in the name of personal gain, similar
processes and steps are required in order to increase the likelihood of success. The
theory of social engineering described by Mouton and colleagues applies to law

enforcement covert investigation within the first three stages. This finding is
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noteworthy because it suggests that there is a standardised process that must be

adhered to in the preparation phase.

Situating the Research: Engaging

The second theme that emerged from the data, Engaging, is also consistent
with existing literature. Extensive similarities exist between theory and research on
social psychology and social engineering, and the skills located within Engaging
(Cialdini, 2009; Workman, 2008). The convergence of ideas indicates a standard
method from which influence can be exacted upon individuals, regardless of their

characteristics.

These sub-themes of Engaging comprise behavior that is considered
exploitative or manipulative within social engineering literature (Atkins & Huang,
2013; Krombholz et al., 2015). While negative connotations are associated with the
word ‘manipulate’, the use of social influence or the ability to cleverly control a
situation are acts of manipulation (Hadnagy, 2010). The difference between
investigators and offenders is that, for investigators, the influence is conducted
without exploitative or harmful overtones. Furthermore, the goal of investigators is to
protect and help the community at large. Thus, Engaging reflect the use of

manipulation for beneficial purposes.

Engaging contains 12 sub-themes which describe how investigators talk to

ofenders onine.
I



The skills of Engaging within the present study show resemblances to the
theme of persuasion within Tetri and Vuorinen’s (2013). Social engineers utilise
various methods of persuasion to try to get their target to reveal information or
comply with requests. Interestingly, the goal is to gain acquiescence from the target,
so compliance is voluntary rather than due to threats. Threatening behaviour would be
a separate manner of accessing information not constituted under a method of social
engineering, as the free will of the person is removed (Perloff, 2016). Tetri and
Vuorinen (2013) describe persuasion as a technique that requires active and
purposeful interaction between the engineer and the target, for example, through
direct conversation. The skills involved in persuasion as outline by Tetri and
Vuorinen are: utilizing authority, validating the target, reciprocity, drawing on
emotion, likeability, building rapport and the use of subversion. These techniques are
notably similar to the skills found in the present research. Reciprocity, Building
Rapport, and Emotional Influence are all directly comparable to reciprocity, building
rapport, and drawing on emotion, respectively. Further resemblances can be seen
between authority, subversion and the theme of Power, and likeability and the theme

of Similarity. Thus, while it is difficult to analyze these similarities with more
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distinction, it would seem many skills are certainly transferable and have been
previously identified in relation to social engineering techniques. However, the
present study identified a further seven skills that were not mentioned by Tetri and

\Vuorinen.

Some of these additional skills and sub-themes were discovered in research by
Mouton et al. (2016). Mouton et al. used the concept of ‘compliance principles’ in
their social engineering attack frameworks. Compliance principles are both
explanations for why an individual may comply with instructions when they know
they should not, and are also techniques that can be used by the social engineer in
order to gain conformity. These compliance principles are based upon Cialdini’s
(2009) work into six key psychological principles that can be influenced in order to
gain obedience from an individual. Cialdini’s work appears repeatedly within the
research on social engineering and thus, is highly influential (Archer, 2017; Bullee et
al., 2015; Hadnagy, 2010; Mouton et al.,2016). As mentioned in the literature review,

these six principles are reciprocity, commitment and consistency, social proof, liking,

authority and scarcty

Comparison and Similarity of Social Engineering Techniques

represented on page 105 provides a comparison of the sub-themes of the
present study as compared to the persuasive properties of research by Cialdini (1984)

and Workman (2008). These will also be discussed further below.



Reciprocity (Mouton et al., 2016) is when favours and requests are more likely
to be adhered to by the target if the engineer has acted favourably to them previously.
It is based upon the engineer creating a sense of obligation (Archer, 2017). Regardless
of whether the favour is requested or desired, the individual who receives it will feel a
sense of debt that increases the likelihood of returning the favour (Cialdini, 2009).
Cialdini (2009) has postulated that this is mostly a universal rule of human behaviour.

Similarly, the present research identified Reciprocity as an essential method in

gathering information from offenders. _

A second compliance principle of Cialdini’s (1984) work that is comparable to
the current research findings, is liking. The principle of liking simply states that an
individual may be more willing to comply with a request if they like the person who is
asking for the favour (Mouton et al., 2016). Liking can be increased by physical
attractiveness, similarity, providing compliments to someone, familiarity, and
association, some of which work entirely unconsciously (Cialdini, 2009). Thus, it is a
potent tool in which to exert influence. Investigators in the current study used some of
these methods to enhance likability, including Similarity and providing compliments
(Ego Influence), in addition to other methods such as Emotional Influence and

Rapport Building.
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The technique of Similarity incorporated the use of reflecting talking styles,
which created a sense of positivity on behalf of the suspect, and also enhanced a sense

of comfort and familiarity by creating and highlighting commonalities between one

- Emotional Influence, when used in a manner to increase positive feelings,
would also increase a sense of liking by the suspect, as a further positive link would
be created. Finally, Building Rapport may also contribute to a sense of liking by the
offender, as when one can talk to someone effectively and build a conversational
flow, a sense of positive regard, appreciation or comfort may be created. For many
investigators, the anonymity of the online environment means physical attractiveness
may not always be relevant. However, some investigative roles can directly play on
this. Usually, the creation of a physically attractive individual is developed before the
initial conversation and therefore is more related to pre-planning Fabrication than
within the Engaging strategies. The factors therefore involved in why one might like
someone fit under several distinct sub-themes identified within the present research.
Using these likability tactics should enhance liking and friendship development which
in turn increases the likelihood that an offender will comply with a request.
Investigators can capitalize on this by building a positive relationship first, before

seeking information relating to identity, or access to images.



Scarcity is a further principle identified by Cialdini (2009), which corresponds
to a sub-theme of Engaging within the present work. Cialdini reports that scarcity has
the direct effect of increasing value. That is, the rarer an item or possession is, the
more it will be sought after. This effect is due to individuals creating a mental shortcut
between what is hard or challenging to acquire being of higher value. Further, the use
of scarcity places restrictions on our options and freedoms. When there is restriction
directed upon our freedom to access choices, the desire to enhance individual

autonomy can lead to the decision to seek what is being restricted (Brehm, 1966).

The final technique identified in both the work of Cialdini (2009) and the
current research is authority. The use of authority is based on the idea that people will
comply with requests if the individual requesting the information is in a position of
authority (Mouton et al., 2016). Authority corresponds to the sub-theme Power.
However, the current research expands on this idea of holding authority by suggesting

that investigators can use different positions of power to influence a desired outcome.
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The sub-theme Challenges also relates to authority, ||| Gz

The final two principles identified by Cialdini (2009) were social proof and
commitment and consistency. However, these were not found as prominent ideas in
the current research. Social proof or validation is the tendency for people to comply
with an action if they believe other people are, or if it is considered the social norm in
the scenario (Cialdini, 2009; Mouton et al., 2016). Given conversations happen in
relative isolation for most investigators, there is little opportunity to use group
compliance or social norms. Therefore this principle is less applicable, given the

anonymity of the online environment.
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Commitment or consistency details how once an individual is committed to an
action, they will be more likely to continue to behave in a manner consistent with
their attitude (Archer, 2017). Influencing commitment and consistency was not a
tactic that came through in much detail from interviews with investigators, however,
drew some similarities with the sub-theme Challenges This technique shows
similarity to commitment and consistency through influencing the desire for an
individual to be consistent with their perceived identity. Therefore, when a
confrontation to that identity is stated, they may be more likely to reject claims that
challenge their perception of themselves. Challenging identity specifically was not
reported upon frequently enough to merit its’ own consideration as a sub-theme.
Rather, Challenges as a sub-theme encapsulates the various methods through which

an alleged offender could be challenged.

Further research directly probing the techniques used within the theme of
challenges would be beneficial in highlighting any additional relevance to the concept
of commitment and consistency. For example, it would be interesting to assess
whether more directed use of commitment and consistency applies to online
investigation. Commitment and consistency could be applied through the investigator
asking the offender their opinion on sharing photos or personal details. If the opinion
provided were one of openness, then the investigator would be in a prime position to
ask for the information. This would be because the suspect has already verbally
expressed open-mindedness to sharing, accordingly, they may feel a measure of

pressure to act consistently with an attitude they have expressed.

Workman (2008) has similarly completed research into what psychological
principles may affect social engineering success. As such, his work can be contrasted

against the present research to see whether further techniques appear in the broader
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literature, or whether they are unique to the investigation of online covert operations.
Workman’s (2008) theory of social engineering also looked at six factors that would
influence persuasive ability, and employed a field study to test the six variables.
These variables included normative commitment, continuance commitment, affective
commitment, trust, fear, and reactance. All factors significantly increased
susceptibility to social engineering (p <.001), with the exception of reactance, which
showed a positive but not significant relationship (p > .05). Interestingly, each of
these factors is similar to that of Cialdini’s (2009) principles, with slight variation (see

Table 1 in the literature review).

Normative commitment describes the feeling of obligation to reciprocate an
action due to a perception of customary response or responsibility (Workman, 2008).
Normative commitment is consistent with both Cialdini’s principle of reciprocity
(2009) and with Reciprocity in the current study. This suggests that creating feelings
of obligation and reciprocity are stable and pervasive human traits that can be used

reliably in conducting online investigations.

The second principle, continuance commitment, describes how an individual
seeks to maintain equilibrium between attitudes and behaviours (Workman, 2008).
This idea is similar to commitment and consistency by Cialdini (2009). However,
Workman expands this concept to include time spent as evidence of a commitment.
Thus, if investigators were to invest time in pursuing a suspect, the time expended by
the suspect in return would be a commitment that could then be used to try to gather
information. Likewise, affective commitment can be compared to the concept of
social proof described by Cialdini. Affective commitment explores the way that an
individual may generate their self-identity based upon social connections, which can

then form a social identity that is protected. Affective commitment leads to further
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effort and attachment towards those who share similarities. These two principles did
not emerge as distinct within the current research. This was due to the more isolated
nature of the online environment, and the inability to determine social norms. As

affective and continuance commitment appear to be influential human traits though,

they should be applied and tested more thoroughly in future research.

The third principle is trust. The concept of “trust” by Workman (2008),
describes how social engineers can build rapport and a sense of friendship by
influencing the needs of the target. Those who have higher levels of trust will be

easier to influence. This concept of trust relates to many of the sub-themes of

crgeging nthecurent e,
forms of trust and relationships can be cultivated. When doing so, ||| GGl
A ————
development include Fabrication techniques for developing profiles that would be
I (s tactics may culminate in the net effect of increased liking

and consequently, trust.

A further principle by Workman (2008) is fear. This relates to the principle of
authority identified by Cialdini (2009), as they both increase the ability to induce
obedience in a target. However, while achieving comparable goals, the focus is
slightly different. Workman focuses on the emotions that are being targeted (fear)
whereas Cialdini focuses on the positon used to induce this. Increasing or decreasing

the threat level can enhance or reduce the fear in the suspect, which in turn influences
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compliance. The sub-themes of Power, Challenges and Influencing Emotion found in

the current research are consistent with these principles ||| GKKNGNN

Finally, while not shown to be significant in Workman’s (2008) study,
reactance is still an intriguing facet to explore, especially considering the direct
association to the use of scarcity by Cialdini (2009) and investigators in the present
study. Workman (2008) proposed that the more reactant a person is to the depiction of
scarcity or shortage of supplies, the more quickly they can be influenced. Workman
(2008) does not explain why this hypothesis was not significant; however, further
research within the use of scarcity has highlighted it as a crucial skill in influencing
individuals (Cialdini, 2009; Jung & Kellaris, 2004). Therefore, perhaps a replication
of Workman’s research is needed to provide further reliability to the results,
particularly given their importance in the present research and additional literature, as

stated.

There is extensive consistency between ideas in this research and previous
literature. The culmination of in-depth social psychological work by Cialdini (2009),
the experimental studies by Workman (2008), and the present research, provides
converging evidence on standard techniques that can be used to influence an
individual across varying environments. Table 2 provides a comparison of the
relevant sub-themes of the present study as compared to the persuasive properties of

research by Cialdini (1984) and Workman (2008).
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Table 2

Comparison and Similarity of Social Engineering Techniques

Current Study Cialdini (1984) Workman (2008)
. . . . Normative
Reciprocity Reciprocity Commitment
Challenges - Commitment & Continuance
Challenging Identity Consistency Commitment
Social Proof Affective Commitment

Ego Influence
Emotional Influence

Building Rapport Liking Trust

Similarity

Power _

Challenges Authority Fear

Scarcit . Reactance
hd Scarcity

Note. When the themes have been italicized in the Current Study column, this is due to a more

tenuous association with the concepts outlined by Workman (2008) and Cialdini (2009).
Many of the previously identified techniques of influence appear to be relevant
I (ot only do offenders who are conducting social

engineering attacks use these skills (Tetri & Vuorinen, 2013), but also sales
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consultants, marketers (Cialdini, 2009) ||| GGG s stvoy.

therefore, offers further support to a prevailing theory of persuasion and influence.

I " (haninflucncig e

individual, investigators are influencing the flow and method of conversation.
However, Credibility and Curiosity are more psychologically-based technique to
gather information, like those of the compliance principles. Thus, it is interesting that
these were not found in either of Cialdini’s or Workman’s research. These findings
appear to be unique in the context of social psychology. This study therefore
contributes meaningful new findings to the research on social psychology influence.
However, some of these skills do appear within additional research on law

enforcement investigation, as is discussed below.

Hadnagy (2010) is a further researcher who has done extensive work into
prevalent methods of social engineering and how to understand the techniques used.
Within his book, Hadnagy explores the use of interviewing and interrogation within
law enforcement. He argues that interviewing and interrogation are critical skills
needed by a social engineer as they both lead to elicitation, which is often the goal of
a social engineer. These skills involve paying careful attention to word use, wording
questions in a manner to elicit a response, pre-planning what the response of the
suspect will be and wording a question accordingly, mirroring or reflecting, utilizing

active listening and open-ended question. All of these techniques were described by
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mvestigators as useful in the present research, under the sub-theme /nterviewing
Techniques. There 1s thus consistency between the present research and Hadnagy’s
work. This consistency may be due to the fact that Hadnagy chose to first analyse the
typical behavior of frontline law enforcement and then apply that to social
engineering. He therefore captured a broader degree of possible avenues from which
social engineering can apply. Similarly, this current research focused on a subset of

law enforcement where previous training as a constable could be applied.

In addition to interview skills, framing is a further technique revealed by Hadnagy
(2010) to be a critical to social engineering. Framing, as described by Hadnagy 1s the

choosing of words selectively in order to invoke specific mental ideas or precepts, and

1s consistent with the skills described by the present research under_

. Preloading is a further skill explored by Hadnagy, which is
also supported within additional social engineering literature (Mitnick, 2002; Mouton
et al., 2016). Preloading, as described by Hadnagy, 1s a method of conversation
management wherein one primes ideas before introducing them. While not directly

referred to by name in the present study, the skills within the sub-theme _

refer to this idea.

2 S - . g . . . .
“ “fap to” is a common colloquialism in the online environment as a reference to masturbating.
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Finally, Hadnagy (2010) emphasises the importance of credibility to the social
engineer. One must understand the environment and the specific cues in the
environment to be successful. A social engineer can also highlight this credibility in
building trust and eliciting further information. This effect is very similar to how law
enforcement in the present study were able to use Credibility to their advantage.
Hadnagy also expresses the importance of several other skills that have already been
described as being important to both the current research and other previous research
(Cialdini, 2009; Workman, 2008). These include building rapport, outlining the goal
of the interaction, reciprocity, obligation, scarcity, authority, commitment, social
proof, influencing the ego of someone, and influencing emotion. This consistency

offers further support to the prominence and reliability of social engineering methods.

The only Engaging sub-theme identified within the present research that has not

been found in previous research is Curiosity. ||| G
i —————

unique technique unexplored in the present literature on social engineering or social
psychological methods of influence. The only reference to curiosity in relation to
cybercrime was found through a comparison to technical means of intrusion
(Krombolz et al., 2015) which relate to cyber-dependent crimes, and are not as
relevant in socio-psychological processes. The novelty of Curiosity adds to the
literature on what techniques can be used by social engineers. Consequently, this
finding provides interesting opportunities for further research. For example, Curiosity

may not have emerged as a useful technique in previous literature because it is-



109

Based on the above discussion, it appears that the findings identified within the
theme of Engaging are largely consistent with previous literature. Many of these
similar skills are reported across varied and diverse literature (Archer; 2017; Cialdini,
2009; Hadnagy, 2010; Mitnick et al., 2003; Mouton et al., 2016; Workman, 2008).
Widespread agreement within the literature for the current findings substantiates the

reliability and validity of the current results, and provides interesting findings to

suggest that methods of influence may be universal. ||| G
I Conscouently, these results are novel and

important findings for the population assessed, but also consistent with previous
research in similar areas. Finally, these results would indicate that methods currently
used by law enforcement within NZ represent evidence-based techniques even if

limited training is provided.

Situating the Research: External Case Considerations

The final theme of the present study, External Case Considerations, represents a
collection of ideas that are externally relevant to online covert investigations. This
theme draws several similarities to previous research into online covert investigation,
with the addition of several novel findings. Training, Legislative Requirements, and
Law Enforcement Community are all sub-themes that frequently appear within the
literature (Broadhurst, 2019; Marcum et al., 2010; Powell et al., 2014; Tetzlaff-
Bemiller, 2011). However, Risk Assessment, Evidential Sufficiency and Different
Crime Type are new ideas the current research has uncovered concerning covert

investigation.
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Firstly, training for individuals within online covert investigation can be
incredibly variable, as previously discussed. Notably, there has been a significant lack
of training reported, for both cybercrime more broadly and for more specialized
cybercrime units. Harkin et al. (2018) identified a lack of training as a key finding in
their study of Australian cyber units. While their study considered cyber-units that
included both cyber-enabled and dependent crimes, a similar pattern was found within
both groups. Similarly, a study by Schreudders et al. (2018) that conducted an
expansive needs assessment in the UK identified that further training of cyber-staff
was required. Where training is available to staff, this is often variable between
investigators, not always a requirement, and did not always cover essential topics such

as undercover chatting (Tetzlaff-Bemiller, 2011).

These findings are similar to the results found in the present study under the sub-

e e,
_. However, a formalized and structured
sogram s nck ety n e,

Despite the poor reporting of training within the literature, the training of these cyber-
units and undercover teams are critical for combatting cybercrime (Hinduja, 2004;
Marcum et al., 2010). The development of a more standardised tool of training would
be beneficial for ensuring equal skill level within an organization, and consistency

between organizations that work together.
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A second emerging sub-theme consistent within the literature is the importance of
community and cooperation on both a local and global scale, shown through Law
Enforcement Community. Cybercrime is a global problem, and thus, necessitates a
global strategy and approach. Communication between teams internally and
externally, including networking globally, is critical for successful prevention and
proactive response (Broadhurst, 2006; Broadhurst 2019; Buono, 2016). The
importance of international co-operation and communication was reported as a critical
component of fighting cybercrime in the present study and is repeatedly shown to be
necessary within existing literature (Broadhurst, 2006; Broadhurst, 2017; Neumuller,
2017; Wainwright, 2017). Reflective of this need for global law enforcement is the
development of many international specialized organizations aimed at developing

measures and methods for international co-operation (Broadhurst, 2006).

The need for co-operation not only sits at an international level, but also within
the nation and the organization itself. Participants in the present study indicated that
brainstorming within their teams for strategies was a useful method of developing
ideas when they were struggling with a situation. Given the focus within the literature
to assess global co-operation, it appears that the processes for internally assisting co-
workers have been left relatively overlooked. Further research to examine the present

finding of brainstorming should be explored.

A further key finding that occurs within both the present study and the literature is
the importance of understanding the legislative boundaries that law enforcement are
operating within. In the current research, this falls under the sub-theme Legislative
Requirements. While this is important for all police officers, a heightened awareness
is required for those conducting online covert investigations, as every sentence typed

must not be considered agent provocateur. Every participant emphasized adherence to
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legislation and the constant mindfulness of agent provocateur. This constant balancing
act between legislative adherence and information-gathering creates additional
challenges for law enforcement, such as requiring a constant alertness to every
message sent. This is particularly relevant for new employees. The significance of a
thorough understanding of what legal boundaries are present is a function of the
consequences if not followed. Tetzlaff-Bemiller (2017) reported a similar theme in
her sample of participants. Understanding the legal requirements of the role was a
necessary and challenging aspect of online undercover work. The importance of good
legislation is critical to protect the valuable work that is conducted by law

enforcement, while also protecting citizens from entrapment.

An additional theme found in the current research that has not been identified
within previous literature is Evidential Sufficiency. Participants reported that forward-
thinking regarding what evidence is necessary for the progression of a case was an
additional cognitive demand. Evidence gathered during an investigation is later used
for prosecution. Therefore, investigators must constantly monitor the collection of
evidence in order to be confident that certain thresholds for evidential sufficiency are
met (Bell, 2002; Roscini, 2015). This requirement is standard across law enforcement
investigative awareness. In the context of online covert investigation, Evidential
Sufficiency represents a translation of a skill that has already been developed through
frontline policing. The assessment of whether the monitoring of evidential sufficiency
is different between online and traditional forms of investigation could be studied in

future to provide more definitive guidelines on investigation progression.

Similarly, the importance of Risk Assessment, as discovered in the present study,
has not been reported upon in previous literature. This refers to the way in which

covert investigative staff had to be constantly aware of the risk that the offender



113

posed, and any changes that could increase risk. ||| GcNNEEEE

Y - Constant

monitoring of risk could be a skill translated from traditional policing. However, a
more comprehensive understanding of how risk assessment is conducted in the online

environment would be helpful, given the limited cues available to the investigator.

Further research into the process of Risk Assessment could also inform the use of
risk assessment tools for online investigators. The constant requirement to mentally
monitor the risk of the suspect is an additional cognitive burden that could potentially
be better managed through having a simple risk assessment tool. For example, key
risk factors that would require a situation to be bought to a supervisor’s attention
could be outlined and presented as a simple traffic light system matrix. This system
would also manage accountability for decision making on the rare occasion of any
significantly grave outcomes. While an investigator is in the green, the conversation
can continue as usual, if a potential risk factor for an offence occurring was
mentioned, such as a suspect indicating access to children, then an investigator could
know to flag this development for discussion. If it becomes apparent that a suspect is
unequivocally about to offend, then an investigator would know to act upon that
information instantly. As reported within the findings, being risk aware and cautious
is crucial in the role. Having this tool may not be as necessary to use for investigators
who are more experienced, but for new employees, it would provide a buffer and

assurance of how to respond to a very new situation appropriately.
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The final theme within External Case Considerations was Different Crime Types.
This sub-theme presented novel findings on how investigators conducted covert
operations in different crime environments. This sub-theme also answered the second
research question into whether any differences existed between skills used depending
upon the crime under investigation. As reported, the skills were similar regardless of
crime type, but familiarisation of crime-specific knowledge was required in order to
utilise the skills most appropriately and effectively. Considering the sparse research
available that assesses online undercover investigation broadly, no research has been
found that considers online undercover investigations for differing crime types. This
is a significant result, as no one has previously been able to suggest or provide
evidence that describes how covert skills are used in different online environments.
The present research suggests that while skillsets are similar, different knowledge is

required.

This novel and noteworthy finding can be used for guidance on a practical level,
such as within training programs in law enforcement agencies. For instance, this
finding suggests that the main induction course for covert operations could include all
investigators. Further crime specific training could then be done over a shorter period,
as a practical placement, or incorporated into the main program where possible. Thus,
training programs could be structured to facilitate all online investigators, with an
understanding that minor content changes will be required depending on the crime
type. This finding is useful information that law enforcement agencies can use in

recruitment and training internationally.

Understanding the key differences in knowledge is essential. This cannot always
be prescriptively taught, however, highlighting the importance of some of the key

differences would enhance online investigative practice. For example, by learning
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some shared attitudes, such as sex offenders believing children can consent

(Ketlleborough & Merdian, 2017), |

. Based on the present research,

identifying unique environmental knowledge is the only difference in investigating
different crime types. Future research could therefore investigate and explicitly
pinpoint exactly what unique knowledge is required. Such research would broaden
the understanding of online covert investigation, and further help in the development

of training materials for new staff.

Some of the additional skills relevant to online covert operations that were
discussed within the Literature Review, such as linguistic analysis, did not appear as a
necessary skill for online investigators in the present study. However, it has been
reported as an essential tactic in other nations that are quite similar to NZ, such as the
UK (Grant & MacLeod, 2016). Further research by a forensic linguist could assess the
relevance of linguistic analysis to covert work within the NZ context. If it were found
to be an important skill to the work, then it would suggest that future training should
additionally consider the importance of linguistic analysis. For example, the basics of
linguistic analysis could be taught in a program to provide valuable insights into
understanding language, how to notice variations or consistency in language, cultural

differences, and conversational control.
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Limitations and Strengths

The present research has presented a novel and unique exploratory study into
the skills and processes used by online covert investigators in NZ. No such research
has previously been conducted in this area, and therefore, this study provides new
findings to expand the research base on forensic policing psychology. The results
from this research will be able to inform new research, as well as possible policy
change within law enforcement. These applications and implications will be explored
more fully in the following section. The research template used was an in-depth
interview with extensive empirical-support, and therefore established a rich and
detailed level of data from which to explore. Furthermore, the method of analysis
followed a framework that has been well supported within the literature on thematic
analysis (Maguire & Delahunt, 2017; Terry et al., 2017). Consequently, the
dependability of the research is enhanced. Many of the results identified also showed
consistency with existing theory and research, further enhancing research

dependability and trustworthiness.

Despite the numerous strengths to the present research, it is important to
highlight where there may also be weaknesses present. The sample size for the present
research was small. While this was indicative of the personnel who worked within
covert online for NZ Police, additional research is needed to assess for any differences
within larger police departments overseas, as well as within other cultural
environments. Secondly, the interview template used was originally created for more
rigid and structured interviews. Consequently, for the present research the template
was adapted into a semi-structured format. This adaptation to the interview process
was due to the length of the worksheets, and the varying degrees of familiarity with

the worksheets by participants. ACTA allowed for a high degree of information-
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gathering. However, the practicality of filling out all the textboxes for each participant
was not feasible within the time allowed, nor was it always feasible for participants to
dedicate extensive time to interview preparation. A shortened form of ACTA would

be beneficial for future research and to maintain replicability in the interview process.

Finally, due to the sensitive nature of the research, the research was not able to
be discussed in depth with others. This limited the degree of triangulation and
reflectivity that could occur. While bias was minimised as much as possible through
recording notes of any potential bias, the possible impact of researcher worldviews is
acknowledged. Furthermore, due to the sensitivity of the data, it was not possible to
conduct any form of inter-rater examination of the analysis. Given the multitude of
themes and ideas identified, future research should incorporate this form of
triangulation, in order to enhance the dependability of the results. Nonetheless, given
the consistency with existing literature, the present research appears to represent a
high level of credibility and trustworthiness. Finally, as the themes and sub-themes
were present across the majority of participants, the results appear to accurately
reflect the participant’s responses and skills. However, given it is a secretive role,
further techniques may be commonly used that were not allowed to be discussed. To
offer more utility for law enforcement, further research that is conducted by police
employees may offer more information as to whether any additional skills are utilised

that cannot be more publicly recognised.

Future Research, Applications & Implications

This study contains many practical applications for the training, selection and
testing of law enforcement within online covert investigation. Training for
investigators entering the role of covert online investigations is limited or variable,

and does not currently follow a formulated program. The lack of a standardised
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platform for training development was repeatedly identified by investigators and the
literature as being a major problem for online covert investigators. Given the growth
of cyber-crime globally, and the need for internationally equitable skills and co-
operation, there is the increasingly urgent need to develop a standardised training
program. The current research offers a guide to the essential skills that are needed by
investigators, and thus, what could be taught to new investigators. Law enforcement
would then be able to directly train new employees on the most effective methods of
information-gathering. The findings could also be adapted to develop selection tools

from which to choose new employees that may be best suited for the role.

The key topics for a training program could include the themes and sub-
themes identified in the present research. For example, the skills of Profiling, as
identified within Data-Gathering, could be incorporated into a training program with
the use of practical examples and scenario-based learning. A trainee could be
provided with some fabricated information on the pretend suspect, based on what
information is commonly available before Engaging. From this information, the
trainee could develop a hypothetical profile of who the suspect may be, and how they
would develop an identity that would be most relevant for the scenario (practicing the

skills Fabrication and Profiling). This task could again be a standardised process,

with the opportunity for marking, feedback, and comparison. ||| GG
I s iring would provic

investigators with a greater understanding of the personality, motivations, and needs
of whom they are speaking to. Furthermore, such training may lead to greater

accuracy in influencing a suspect, and also increased knowledge of how to emulate an

individual if required, leading to greater Fabrication accuracy. ||| EGG_
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Similarly, the sub-themes covered under Engaging would be highly beneficial
in a training curriculum. Each of the techniques outlined relates to social
psychological principles that have backgrounds within evidence-based research.
Training on how to employ each technique and why they can be useful will assist in
building a potential investigator’s toolbox of tactics for engaging with suspects.
Training within Engaging techniques would enable critical skills to be practised and
refined, improving investigative success. These skills could also be outlined within a
handbook for existing investigators. This handbook would be a quick reference guide
that could reduce the pressure and cognitive load of investigators when trying to think
about how to proceed with online interaction. This training would ensure each new

investigator understands the requirements and can act as effectively as possible.

The benefits of a systematic training process are as follows. (a) When
recruiting and selecting employees for online covert interaction, testing could be done
to see if there is a natural aptitude ||| G
- (b) Upon the conclusion of selection and training, law enforcement could
test new employees on the skills needed to assess a baseline expected level of entry,
and understand what the most challenging techniques to learn are. (c) When a new

employee or even an experienced investigator is engaging with an offender.

I ()
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would assure investigators that they are maintaining the legal boundaries of what they
can and cannot say to avoid agent provocateur. (e) It would provide a structured
platform from which future research can be conducted in this area, as currently, the
literature is very scattered and difficult to comprehensively assess. Research

opportunities would then be more readily accessed.

As this study is the first of its’ kind to assess the skills in online covert
interaction, it has provided a platform from which future research can build on.
Further qualitative work into the existing themes and sub-themes, such as the specific
skills within conversation management, would provide interesting and new findings
as to the specific techniques used. From this, quantitative research can then be
applied. For instance, quantitative research could assess how frequently various skills
are used, or importance ratings through likert-charts could be tested to understand
more nuanced information as to the tactics, techniques and procedures used by online
covert investigators. Additional areas for future research have been highlighted
throughout the assessment of findings within the Discussions section. For example,
comparing the different knowledge bases required depending on the crime, the
development and experimental evaluation of a risk assessment tool, and an analysis of
whether there is a difference in evidential sufficiency between online versus offline

crimes.

In addition to future research and practical applications, the present study
offers interesting theoretical implications. Of note, is how the skills for Engaging
could be conceptualized into what emotions are influenced, rather than what skill is
used. Each of the techniques could be hypothesized to influence a particular emotion.
For example, power and scarcity may influence fear, likeability and ego influence

may influence happiness. If this is the case, then an integrated theory of social
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engineering could be developed based upon an analysis of what emotions are
generated relating to what specific actions. Rather than breaking down the skills for
social engineering into the constituent actions, skills for social engineering could
instead be broken down based on the thematic consideration of emotion.
Conceptualizing social engineering in this manner could provide greater information
on how to implement the techniques in order to heighten the emotion being influence.
This theory could be tested through experimental manipulation, or priming of emotion
prior to the application of social engineering tactics to see whether they are connected
to the emotion being considered. Alternatively, testing social engineering techniques
on people experiencing alexithymia or blunted emotional responses would indicate if
they are based upon emotional influence. The present research has therefore opened
up many avenues of further research by providing a base understanding of how online

investigative work is conducted.

Another implication of the present research is the opportunity to organise the
current research on social engineering and persuasion. Given the consistency between
the present research and previous research, a more unified theory of how to influence
another, or engage in social engineering could be developed. The present research in
conjunction with previous research appears to suggest a similar method of social
engineering is conducted regardless of who the suspect or engineer is, or what the
motivation for influence is. A unified system could be very important for law
enforcement, as it could guide the processes and organisation of covert investigations
units. Such a guide would be founded upon evidence-based techniques to utilise when

interacting with offenders, instead of solely relying on experience base.

Therefore, the present research has significant practical applications to the law

enforcement community, from a local to an international level. Furthermore, the
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knowledge and skills that the current research highlights will continue to grow in their
use and importance as cybercrime investigation increases. The present study also
contributes theoretically to the knowledge base of social engineering and social
influence, building on the work of previous researchers. This research has provided an
in-depth description of online investigative work that provides a platform for future

research and increased exploration of this important area.

Conclusion

As the online criminal operating environment grows, so too do the
requirements for a robust and established covert online investigations team. The
present study sought to understand the skills and techniques used in covert online
investigation. This is an important research area that has not been previously assessed.
Interviews with eight investigators were performed to assess how they conduct their
investigations, and how it varies depending upon the crime under investigation. The
results found three themes of Data-Gathering, Engaging and External Case
Considerations, which all meaningfully contribute to the literature on social

engineering, covert operations, and training development.

The observations and recommendations of the current study would contribute
greatly to a bespoke candidate assessment criteria and training curriculum for covert
investigators. Furthermore, the present research can also contribute to the
development of: the efficient selection of suitable candidates for the role of covert
online investigator; formalized training and assessment of candidates; and greater
opportunities for collaboration and cross-training with the global law enforcement
community and other NZ Government agencies. Implications for the theory of social
engineering, compliance and persuasion are also outlined, representing an opportunity

for a unified theory. Additionally, a theory could be developed that conceptualizes



123

social engineering based upon emotional influence. Overall, the present research is a
novel study into a significant and growing offending environment. The findings from
this study, and the implications and applications discussed, offer significant

contribution to operational success and safer communities.
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Appendices

Appendix 1: Consent To Interview

TE WHARE WANANGA O TE TPOKO O TE IKA A MAUT

ZFBVICTORIA

Understanding the Expertise Required for Law Enforcement
Investigating Cybercrime: An Exploration of Social
Engineering Techniques
This consent form will be held for 5 years.

Researcher: Grace Nock, School of Psychology, Victoria University of Wellington.

. | have read the Information Sheet and the project has been explained to me. My
questions have been answered to my satisfaction. | understand that | can ask further
guestions at any time.

. | agree to take partin an audio recorded interview.
| understand that:

. I may withdraw from this study at any point before 01/09/2019 and any information
that | have provided will be returned to me or destroyed.

. The identifiable information | have provided will be destroyed on 31/06/2019.

. Any information | provide will be kept confidential to the researcher and the
supervisor.
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| understand that the results will be used for a Master’s Thesis, a report to the Police,
academic publications or presented to conferences.

My name will not be used in reports, nor will any information that
would identify me.

I would like a copy of the transcript of my interview: Yes O No OO
I would like a summary of my interview: Yes O No OO
I would like to receive a copy of the final report, and have added my email  Yes O No OO

address below.

Signature of participant:

Name of participant:

Date:

Contact details:
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Appendix 2: Information Sheet For Participants

TE WHARF WANANGA O TE UPOKO O TE TKA A MAUT

SFBVICTORIA

Understanding the Expertise Required for Law Enforcement
Investigating Cybercrime: An Exploration of Social
Engineering Techniques

You are invited to take part in this research. Please read this information before
deciding whether or not to take part. Please note, the decision to participate in this
research project or not is entirely voluntary and has no impact upon your
employment requirements. Any information provided as part of the research will
additionally have no impact upon your employment.

Who am I?

My name is Grace Nock and | am a Master’s student in the Forensic Program at
Victoria University of Wellington. This research project is work towards my Master’s
Thesis.

| have been working for and with the Police in the Research and Evaluation Centre
for 18 months, starting on a student volunteer placement, progressing to full-time
work for a fixed-period; currently while | complete my study, | am working on a
casual basis. It was through my first placement in 2018 that the topic of studying
cybercrime was discussed and has since advanced to the interview stage now.

What is the aim of the project?

This research aims to understand how specialized units investigating cybercrime
conduct their covert operations. Currently, very minimal literature has explored this
area, with no known research looking at the components of social engineering within
covert investigation. This research therefore seeks to interview Police staff who
engage in online covert investigations within NZ.

The method of interviewing follows Applied Cognitive Task Analysis. Applied
Cognitive Task Analysis will seek to discover the cognitive expertise necessary to
perform undercover investigations into cybercrime through identifying the skills,
strategies and processes used by experts in a particular task. This research will offer
insights into current practice and expertise within law enforcement groups, and
gather important data that can help shape future training programs for Police.
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This research has been approved by the Victoria University of Wellington Human
Ethics Committee [0000027248].

How can you help?

You have been invited to participate because a part of your job requires
you to interact with offenders online. If you agree to take part | will ask
for the completion of pre-interview worksheets, and an interview with
you at your workplace. | will ask you for a broad overview of the tasks
and skills required to interact with an offender online, along with asking
for further details on specific tasks or subtask. As each aspect of
expertise is uncovered, it is probed for concrete examples in the context
of the job, cues and strategies used, and why it presents a challenge to
inexperienced people.

The interview will take 60-90 minutes, along with a further time spent on the
worksheets prior to the interview. | will audio record the interview with your
permission and write it up later. You can choose to not answer any question or stop
the interview at any time, without giving a reason. You can withdraw from the study
by contacting me at any time before 20/06/2019. If you withdraw, the information
you provided will be destroyed or returned to you. You will also have a two-week
opportunity to review your transcript and interview worksheet in order to amend or
remove any information you do not approve of.

What will happen to the information you give?

This research is confidential. This means that the researchers named below will be
aware of your identity, but the research data will be anonymised and your identity
will not be revealed in any reports, presentations, or public documentation.

Only my supervisor (Russil Durrant) and | will have access to the interview data. The
interview transcripts, summaries and any recordings will be kept securely. Hard
copies of the data will be destroyed on the 31/06/2019, and electronic copies will be
destroyed at the completion of my thesis, to be stored on Police serves only.

Given the potentially sensitive nature of the research, any quotes used in my thesis
will be approved by the manager of your work group. While your name will not be
provided with these quotes, given the small sample of participants, it is possible your
manager will be able to identify you via these quotes.

What will the project produce?
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The information from my research will be used in my Master’s Thesis, in any
academic journals or professional publications that | write, in a Police report
summarising my thesis and in any additional professional presentations.

If you accept this invitation, what are your rights as a research participant?

You do not have to accept this invitation if you don’t want to. If you do decide to
participate, you have the right to:

e choose not to answer any question;

e ask for the recorder to be turned off at any time during the interview;
e withdraw from the study before 20/06/2019;

e ask any questions about the study at any time;

e receive a copy of your interview transcript;

e read over and comment on a written summary of your interview;

e be able to read any reports of this research by emailing the researcher to
request a copy.

If you have any questions or problems, who can you contact?

If you have any questions, either now or in the future, please feel free to contact me:

Student: Supervisor:
Name: Grace Nock Name: Russil Durrant
Email: nockgrac@vuw.ac.nz Role: Co-Director School of Social and

Cultural Studies
School: School of Social and Cultural Studies
Phone: 04 4639980
Russil.durrant@vuw.ac.nz

Human Ethics Committee information

If you have any concerns about the ethical conduct of the research you may contact the
Victoria University HEC Convenor: Dr Judith Loveridge. Email hec@vuw.ac.nz or telephone
+64-4-463 6028.
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Appendix 3: Interview Schedule

Applied Cognitive Task Analysis (ACTA)

The ACTA process consists of three stages:

1. Task Diagram: this provides the interviewer with a broad overview of the

3.

task and highlights the difficult cognitive portions of the task to be probed
further.

Knowledge Audit: this surveys the aspects of expertise required for a specific
task or subtask. As each aspect of expertise is uncovered, it is probed for
concrete examples in the context of the job, cues and strategies used, and
why it presents a challenge to inexperienced people.

Simulation Interview: this allows the interviewer to probe the cognitive
processes of experts within the context of a specific scenario. The use of a
simulation or scenario provides job context that is difficult to obtain via the
other interview techniques, and therefore allows additional probing around
issues such as situation assessment, how situation assessment impacts a
course of action, and potential errors that a novice would be likely to make
given the same situation.

Instructions for completion of the ACTA templates

To provide a basis for further discussion during the interview, please
complete what you can of the following templates.

Please work through the Task Diagram, Knowledge Audit, answering each
guestion in turn. Don’t worry if you cannot answer all of the questions,
simply leave that section blank and we will discuss it during the follow-up
interview.

The Simulation Interview will be completed in the interview, so do not
complete that during the pre-interview preparation.

Note: Please do not include any identifying information.
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Think about what you do when you are talking with offenders online. Can you break this
task down into 3-6 steps or subtasks? These subtasks can be judgements, assessments,
problem-solving, decision-making and thinking skills required for covert interaction with

offenders.

Subtask 1

Subtask 2

Subtask 3

Subtask 4

Subtask 5
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From Task Diagram
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EXAMPLE(S)

CUES & STRATEGIES

WHY
DIFFICULT?

What cues or strategies
do you use in this
situation?

Why is this task
hard for
novices?

1. Perceptual Skills

Experts detect cues & patterns
& make discriminations that
novices can’t see. Have you had
any experiences where part of a
situation just ‘popped out at
you’, where you noticed things
that others didn’t catch?

2. Anomaly

Experts can notice when
something unusual happens.
They can quickly detect
deviations, or notice when
something that should happen
doesn’t. Can you think of any
examples here? Can you think of
a time when you spotted that
something was amiss?

3. Past & Future

Experts can guess how the
current situation arose and they
can anticipate how the current
situation will evolve. Is there a
time when you looked at a case
or investigation and knew
exactly how it happened and
where things were headed?

4. Big Picture
Experts tend to see the big

picture quickly. What are the
major elements you have to
know or keep track of? What is
important about the big picture
for this task?

5. Tricks of the Trade
Experts tend to be more
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EXAMPLE(S)

CUES & STRATEGIES

WHY
DIFFICULT?

efficient, but without cutting
corners. E.g. ways of combining
procedures. Are there ways of
working smart or accomplishing
more with less that you have
found useful?

6. Improvising or noticing
Opportunities

Experts tend to improvise, see
what works in a particular
situation, and are comfortable
shifting direction to take
advantage of opportunity. Can
you recall a situation when you
noticed that following the
standard procedure wouldn’t
work?

7. Self-monitoring &
Adjustment
Experts notice when their

performance is sub-par, and can
often figure out why this is
happening (e.g. high workload,
fatigue, boredom, distraction) in
order to make adjustments. Can
you think of a time when you
realised you would need to
change the way you were
working to get the job done?

8. Information

Unless you're careful,
misinformation can mislead you.
Novices tend to believe
whatever the information says.
Can you think of examples
where you had to rely on
experience to avoid being fooled
by misinformation?

9. Scenario From Hell

If you were going to give
someone a scenario to teach
someone humility — that this is a
tough job — what would you put
into that scenario?




3. ACTA Simulation Interview
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Please reflect on your most recent case, and try to think about the decisions and judgments

you made in engaging with an offender online.

Note: Please do not include any identifying information.

Event/ Situational Actions Critical Cues Alternative Potential
Decision/ Assessment Errors
Judgement
Major events | What's your | What What pieces of | Are there any What errors
/ crucial assessment actions, if information alternative ways | would a
points in the | of the any, would led you to this | you could novice be
investigation. | situation at you take at situational interpret this likely to
this point in this point in assessment / situation? make?
time? time? action?
1
2
3
4






