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I
ABSTRACT

Research Problem

Maintaining privacy and confidentiality of data in an age of e-government and electronic recordkeeping
is one of the key challenges for records management staff today. In New Zealand this issue has
attracted negative attention through several recent public sector privacy and security breaches, raising
questions about systemic issues, accountability, and a disconnect between strategy and
implementation. How government responds will depend in large measure on the advice received
regarding solutions to information security. A bibliographic gap on the relationship between records

management and information security has been identified in the academic literature.
Methodology

Using targeted search strategies this annotated bibliography draws together articles from a range of
journals with the aim of developing a consolidated resource for practitioners to become acquainted
with the multifaceted and multidisciplinary nature of information security. The outcome is a resource
directly relevant to the New Zealand context, which identifies key perspectives, relationships, technical

issues, and shortcomings in research.
Results

Key findings relate to publishing trends, divided disciplines, and shortcomings in research pertaining to

records management relationships with IT groups and engagement in e-government.
Implications

Includes the development of more comprehensive e-government information and security strategies,
the re-examination and utilisation of existing relationships, and the strengthening of records
management's position as a contributor to research and leadership in the array of possible responses

to information security.

DESCRIPTORS

¢ Information Security;

¢ Records Management;
» E-Government;

¢ Privacy;

« Confidentiality;
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1
INTRODUCTION

1.1 Background and New Zealand Context

Maintaining privacy and confidentiality of citizens' data in an age of e-government and
electronic recordkeeping is one of the unique challenges and responsibilities of our time, and ties
in with the larger issue of information security for a digital generation. One the one hand many
citizens expect accessibility, enhanced services, automation, and ease of use. At the same time
data is exposed to risks of malicious intent, misplacement, loss, corruption, and public exposure
through the very systems and hands that manage that information for us. It is thought that the risks
are well known, especially after particularly public instances of breaches in New Zealand, and
subsequently awkward questions are raised when they are not being seen to be addressed
adequately. This is especially so with many risks being identified in legislation by which public
sector organisations are bound to comply with. These include: the Public Records Act (2005), the
Privacy Act (1993), and the Official Information Act (1982), among others. Not only are legislative
requirements well defined, but there are a range of supportive resources to assist in achieving
compliance, such as Archives New Zealand's recordkeeping standards and the continuum
resource kit (2013), as well as more specialised resources such as the DPMC Security in the
Government Sector document (2002), and the GCSB New Zealand Information Security Manual
(2011). There are also valuable resources provided by the Office of the Privacy Commissioner,
including the Privacy Impact Assessment Handbook (OPC, 2007), and annual reports which

analyse privacy breaches and the activities of the Privacy Commissioner (OPC, 2012)

The disparity between reactive responses and effective solutions to information security may
well be a difference between an awareness of issues, and a deeper understanding of their social,
technical, and organic complexity. New Zealand becomes a useful context through which many of
these challenges can be drawn out in light of recent incidents where information has been exposed
through various combinations of technological and human error. The interface between the two is
as much to blame as any singular contributing element, however there are larger mechanisms and
relationships at work that are at the root of the problem. It is these issues that this annotated
bibliography is directed at. The perceived extent to which high profile occurrences of information
security breaches and risks reflect a systemic issue should be debated as an availability heuristic,

and the logic of subsequent extrapolations challenged. Recent security incidents appear to
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represent an unfortunate cluster across a number of public sector organisations which have

received significant media and political attention. It is the finding of this research that while

information security issues are frequent, they are not systemic. Attributing blame to individual

elements makes for non-constructive outcomes and patches over the real issues of dysfunction

within organisations and between subject disciplines. None the less, information security breaches

are valuable events to learn from, and practitioners would be well advised to examine incidents

against their own organisations' measures, policies, and business functions. Recent examples

from the aforementioned cluster (by no means comprehensive) include:

Accident Compensation Corporation accidentally sending claimants' private details to the
wrong recipient, for which they were criticised for an arguably slow response in the
aftermath (KPMG, 23 August 2012). ACC Chairwoman Paula Rebstock told a parliamentary
committee that as many as seventy-five privacy breaches occurred in a single financial
quarter (Bennett, 14 February 2013). Another high profile case concerned Bronwyn Pullar,
who was sent a large number of private details, including those concerning sexual abuse
cases (Edwards, 24 August 2012);

Ministry of Social Development, Work and Income New Zealand mishandled physical
documents sending them to the wrong recipient (Chapman & Boyer, 24 October 2012), and
blogger Keith Ng publishing the fact that public self-service kiosks allowed full, uncontrolled
access to Ministry servers in spite of previously raised concerns (Chapman, Small & Field,
2 November 2012);

Ministry of Foreign Affairs and Trade suffered a deliberate information leak of two Cabinet
committee papers to Phil Goff (the opposition Labour Party foreign affairs spokesman), as a

result of plans for restructuring and downsizing in the ministry (Trevett, 4 May 2012);

A comparable risk scenario arose with the New Zealand Defence Force, after a Defence
White Paper (Ministry of Defence, 2010) recommended the civilianisation of military
positions budgets continued to be reduced, resulting in a significant drop in morale and an

alarming number of voluntary resignations with implications for operations;

Ministry of the Environment sent emails regarding submissions made on their website with
all recipients' email addresses visible, by simple mistake of not using the blind carbon copy
function to hide the details (Newstalk ZB, 29 March 2013). On another occasion the wrong

letter was attached to an email (Quilliam, 6 April 2013);

Earthquake Commission, already the focus of public frustration regarding the Christchurch

earthquake recovery, sent 83,000 claimant details to the wrong recipient (Conway, 25
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March 2013), which despite being protected by court injunction (Ensor, 8 April 2013) were
published on a foreign website (Bennett & Tait, 12 April 2013). As a result IT systems
allowing external access or communication were shut down pending an investigation
(Small, Chapman, 27 March 2013; Shuttleworth, 28 March 2013);

* Bay of Plenty District Health Board staff member breached patient confidentiality by
accessing clinical records and discussing patient details inappropriately in casual

conversation with staff (Gillespie, 6 December 2012);

* Immigration New Zealand was revealed to have had as many as 200 privacy breaches in
the last three years (from date of article), with only twelve of those people affected being

informed, and ten staff losing their jobs (Levy, 22 November 2012);

* Ministry of Education's payroll system Novopay sends personal information and financial
details of teachers to wrong schools amid a larger issue of pay disputes and system errors
(Fletcher, 11 November 2012);

* Canterbury District Health Board investigated four clinicians for breaching patient
confidentiality and privacy when they inappropriately accessed the medical records of high-
profile sportsman Jesse Ryder who was hospitalised after being assaulted (Carville, 13
April 2013).

Several consistent patterns emerge from the above instances of breaches of privacy,

confidentiality, and information security. Among these are:
* human error in the processing of physical documentation;
e human error in the use of common office software such as Microsoft Outlook and Excel;
* there are issues in business process design and work flow;

e predominance of operational level breaches, particularly those involved in outward focusing

customer service and client communication;
» there are notable instances of malicious intent resulting typically from opportunism;
* many breaches fall under the ambit of professional misconduct;
* political situations and individual frustration are frequently major contributors to breaches;

* public exposure and breaches can be negligible in effect, but have also been demonstrated

to have the potential to be extremely damaging to public image and trust in government.

Amid the media frenzy surrounding successive incidents, Prime Minister John Key made the
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argument that while regrettable, privacy breaches are inevitable as a 'result of human error, not
systemic failure' (lvey, 2 April 2013). Surely human error can be systemic? This raises the question
of what connotations surround the term 'systemic'. Perhaps the most pronounced are
incompetence and bureaucracy, indicating a lack of resolve. However on a less emotive level it
also reflects issues of frequency, scale, intent, and attitude. There are a whole range of ways in
which privacy and confidentiality can be impacted, not all of which can be prevented even when
anticipated. It would be a mistake to presume that people are the sole issue, and similarly that
technology is the common denominator. This fails to take into account extensive interaction
between the two which subsequently risks missing a valuable opportunity to enhance current
information security practices through a broader implementation of skills, knowledge, and attitudes.
A multi-disciplinary arrangement of information security and other supplementary research articles
brought to bear on these events will assist in developing a comprehensive appreciation of the
digital environment we take for granted, often not taking the time to reflect on the implications of

perceiving technology as neutral.
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1.2 Purpose, Scope, Audience, Dissemination

In the larger information security and records management fields there exists a bibliographic
gap. Concepts and perspectives from individual disciplines have not been adequately reconciled to
facilitate practitioners from different disciplines acquiring a larger appreciation of complex privacy
and confidentiality issues, nor achieve sufficient meaningful communication to develop a
coordinated and shared strategy from which to address the issues at hand. Most prominent is a
communication issue between IT professionals and those in records management who come from
two different environments. While both the IT field and records management acknowledge that
threats are generated from both social and technological issues, IT places more emphasis on well
developed technology as the solution to mitigate social challenges, and records management
places more emphasis on developing people to engage effectively and efficiently with technology.
In both instances, technology is seen as neutral which distorts the apportioning of responsibility for

maintaining privacy and confidentiality among individuals, departments, and organisations.

The purpose of this project therefore has been to produce an annotated bibliography of
useful and thought-provoking articles arranged using high-level themes to structure concise
annotations that both summarise and link the resources together under the umbrella of challenges
faced in the New Zealand context. This has been designed to capture and evaluate a range of
content dealing with such areas as: information security; privacy and confidentiality; e-government;
records management; information technology; risk management; business processes; and
particular sectors of government with a focus on domestic affairs involving citizens’ data and
information, including: health, social services, finance, justice, and citizen identity. This inevitable
strays into the realm of international affairs including cloud storage and cybercrime, but always
within the bibliographic structure of privacy and confidentiality. Due to limitations of what is
published in New Zealand the project draws on a large degree of international material dealing with

issues whose findings must be translated across to a new set of circumstances.

The scope of the bibliography is limited to a flexible parameter of articles published from the
mid-1990s onwards, with a preference for more recent articles that have drawn on recent literature
and are informed by recent developments in information technology and records management. The
primary criteria however is always individual merit. The subjects of the articles have been selected
to demonstrate a balance between comprehensiveness, and current issues. The research aim of
reconciling different perspectives has inevitably resulted in a quite broad selection. The project is
intended to be unique in respect of the intention to better understand what literature and themes

have been published in journals, with a view to acknowledging the importance of the context that
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ideas were developed in — a pre-existing, but up until now disjointed body of knowledge.

The target audience of the bibliography are those academics and professionals working from
different perspectives and disciplines of information management and information security. The
focus however is on people who are involved in some way with recordkeeping of government
records or archives, or with responsibility for maintaining privacy and confidentiality. This includes
public service workers, managers, and tertiary staff and students who examine the issues from
outside the industry. While the general public are not intended as the primary users of the

bibliography, it is written such that it is accessible enough for those interested to use.

Possible venues for distribution include Victoria University of Wellington's Research Archive
where it will be freely available for all Information Studies staff and students, as well as others in
academia and the workforce who can be directed to the repository. To promote the bibliography a
submission may be made to the NZ-Records mailing list to inform the records management
community, and similarly submissions made to organisations such as Records and Information
Management Professionals Australasia (RIMPA) and Archives and Records Association of New
Zealand (ARANZ) which may assist in reaching the target audience. Sharing the bibliography on
my personal LinkedIn profile may achieve a similar effect through networking. In all cases, linking

to the university repository would be the most appropriate way to provide sustained, free access.

Submission to be considered for publication in academic journals may be feasible based on

the scope and topicality of:

* Records Management Journal - [ISSN 0956-5698]

Transforming Government: People, Process and Policy - [ISSN 1750-6166]

Information Management & Computer Security - [ISSN 0968-5227]

Journal of Information Technology & Politics [ISSN 1933-1689X Online]
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1.3 Methodology and Arrangement

The methodology for this project takes the form of bibliographic research, where relevant
articles accessible through Victoria University of Wellington Library's subscriptions to academic
journals have been retrieved and analysed for their relevance and utility in developing a framework
through which to understand information security from different perspectives. The final objective
has been to develop a broad strategy to align the perspectives with the maintenance of privacy and
confidentiality in government, paying particular attention to areas which would benefit from

increased attention and research.
The guiding research objectives were to:

1. Develop and communicate a conceptual and practical understanding of privacy and

confidentiality as they pertain to government records management in New Zealand;

2. Compare, reconcile, and analyse the separate domains and perspectives of information

security, to acquire and communicate an understanding of how they relate to one another;

3. Evaluate journal articles and periodicals for their ability to represent and inform the

information security challenges to maintaining privacy and confidentiality;

4. Arrange the information resources in a manner conducive to gaining a holistic
understanding of information security, while supporting the audience to access particular
topics further with consideration for understanding privacy and confidentiality in New

Zealand.

To access relevant articles while acquiring a comprehensive overview of what was published,
search strategies were developed based on a worksheet linking multiple concepts with boolean
operators. Preliminary research performed using core concepts in this manner across several
journals demonstrated that a large volume of articles were available numbering in the tens of
thousands, however their publication was quite dispersed over time and disciplines. It was
evidently impractical and undesirable to depend on browsing alone, so the search strategies were
redeveloped to reflect which industries used which terms. This enabled targeted searching and the
identification of thematic clusters, several of which are represented in this bibliography. This was
highly effective in overcoming obstacles such as inconsistent use of terminology, or differences
between groups such as records management and information technology. Notable results were
found in the Emerald, EBSCO, LISA, LISTA, and Proquest databases. The development of

thematic clusters were very organic and open to change as the research progressed.
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The bibliography itself has been arranged into broad, high-level themes relevant to
information security and to the discourse of privacy and confidentiality in the public sector. These

are:
1. Multidimensionalism and Records Management
2. Detection and Conceptualisation of the "Breach"
3. E-Government and Digital Technologies
4. Data Rights and Responsibilities
5. Technical and Specialist Perspectives
6. Information Assurance

In terms of the methodology this has been the most adaptable facet of the project, but also
the most central to communicating the utility of the findings. The index in the appendix further
assists user navigation of the resources by listing key descriptors of the articles (a maximum of

three) with a short citation and the section of the bibliography in which the article sits.

The citation style used in this bibliography is from the American Psychological Association
sixth edition citation manual (APA, 2010). Annotations take the form of a single paragraph with a
limit of approximately one hundred words per entry. This was set to ensure conciseness was

balanced with the need to offer insight into the applicability of concepts in the articles.
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2

Note on Publishing Trends and Search Strategies

Concurrent with the separation of IT and records management in the real world, there is a
matching separation in the academic literature. This is reflected in the terminology, subjects, focus
of articles, preferred journals - everything. This makes searching for content on the same topic
difficult because the searcher is restricted to using high level concepts (like 'information security'
and 'risk management') to maintain an overlap of discussion points. For instance while searching in
records management journals the term 'information security' is fairly effective. When searching in
IT journals it is too broad, as the topic is broken down into areas such as networks, information
systems, encryption algorithms, and so on. In fact, it was only when suggested by an associate
working in government IT that | look further into 'information assurance', which opened up all sorts
of doors. Anyone seeking a more comprehensive overview of the topics in this bibliography would
be well directed to examine more traditional bibliographies for academic content (Dotson, 2007) or
seek out online directories with dynamic content. New comers to the subject should heed the
words of Privacy Commissioner Marie Shroff when commenting on the breaches at Work and
Income New Zealand, when she noted that 'looking at IT security is only one part of the picture.
Recent privacy breaches make it plain that a complete mind-shift is needed in some quarters'
(Manhire, 2 November 2012).
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3
ANNOTATED BIBLIOGRAPHY

3.1 Multidimensionalism and Records Management

Al-Rashdan, M. (2012). An analytical study of the financial intelligence units' enforcement

mechanisms. Journal of Money Laundering Control, 15(4), 463-495.

Launching immediately into multidimensionalism, this article explores how financial intelligence
units should approach the enforcement of compliance to achieve the best outcome. This is
particularly salient for records management where compliance is approached typically using a
soft style as opposed to tough enforcement. Instead the author advocates a qualitative
approach which involves better understanding of individual cases of non-compliance and
working with the organisation to meet obligations, be they legislative or guidelines. This has
particular applications for enforcement of privacy in moderating over-reactions to breaches while

ensuring constructive action is actually taken.

Bearman, D. (2006). Moments of risk: Identifying threats to electronic records. Archivaria,
62, 15-46.

Risk analysis is a critical aspect to information security. Among other benefits, it ensures a
framework is in place to identify, categorise and respond to specific threats without neglecting
larger strategic efforts to anticipate unknown factors and changing environments. Bearman's
identification of moments of risk to digital records builds on this by essentially applying the
records continuum, which highlights capture, maintenance, ingestion, access, disposal, and
preservation as deserving particular attention. While based on older projects of the 1990s, it is
useful for practitioners to look at their own business processes and identify their own moments
of risk, either through an analysis of prior security breaches or from scratch by documenting

lines of communication, access, disposal, and other criteria.

Cheng, Z. (2008). Critical Success Factors for Enhancing Government Accountability in
Relationship to Electronic Records Management Systems. Unpublished MIS 580 Project.

Victoria University of Wellington, Wellington, New Zealand.

A major objective of recordkeeping is maintaining accountability in government. While such
principles remain the same whether the records are physical or digital, the measures required to

meet compliance with the Public Records Act (2005) differ considerably. This MIS project argues
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that implementation of electronic records management systems are of critical compliance, and
identifies three critical success factors as: reliability of the system; training environment and
support; and user uptake of new technology. With a continuous roll out of the latest and greatest
in records management systems from vendors, government offices would benefit from paying

attention to the factors that really determine success, and why.

Dotson, D. S. (2007). Information Security Resources. Science & Technology Libraries,
27(3), 29-51.
This annotated bibliography of information security resources limits its scope to information
security articles from the previous five years of its publication, drawing on a wider range of
resources than this current project. Dotson's aim in producing a bibliography was to address the
needs of IT professionals to understand all of the topics of information security, however does
not tailor it to meet the needs of records management. It is invaluable however as a
comprehensive reference to information resources on a range of topics. Records staff seeking

further information would be well advised to read further.

Duranti, L. (2010). Concepts and principles for the management of electronic records, or
records management theory is archival diplomatics. Records Management Journal, 20(1),
78-95.

Duranti examines the issue of digital recordkeeping with a view to establishing how systems can
be used to ensure values such as reliability and authenticity can be preserved long term. In
particular the need to develop a spectrum of policies, strategies and standards is identified, with
attention paid to how this is to translate into practical outcomes for organisations. Consistency
across industries and disciplines is argued to be key, which arguably can already be found in
the International Organisation for Standards (ISO) work, which many national authorities

already draw on, including Archives New Zealand.

Hagen, J. M., Albrechtsen, E., & Hovden, J. (2008). Implementation and effectiveness of
organizational information security measures. Information Management & Computer
Security, 16(4), 377-397.

This article presents the findings of a survey of information security managers in eighty-seven
Norwegian organisations ranging from public agencies to power, finance, and IT. The research
was conducted with a view to analysing the implementation of security measures and their
effectiveness. Technical-administrative policy and procedural measures attracted particular
attention. This is a valuable resource for its consideration of how a combination of measures
can work together to achieve a larger objective. Perspectives on how effectiveness is measured

include: risk management; economic return on investment; legal compliance; and organisational
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culture. Organisations wishing to consider the comprehensiveness or effectiveness of their own

measures will find the survey useful.

Lemieux, V. L. (2010). The records-risk nexus: exploring the relationship between records
and risk. Records Management Journal, 20(2), 199-216.

Using the search term ‘risk management’ opens up an entirely new set of resources not
captured by other records management terms. Lemieux promotes a measured approach to
understanding risk that does not deal in absolutes or zero-tolerance policies. This is a useful
paradigm shift away from public rhetoric and is substantial in reconciling difference approaches
to information security, including the dynamics and practice of risk classification and responses.
The article assists in understanding bibliometric trends of risk management across seven

journals.

Lips, M. & Rapson, A. (2009). Emerging Records Management in 21°' Century New Zealand
Government — Part 2 [Report]. Victoria University of Wellington, Wellington, New Zealand.

This report deals with the creation and management of electronic records in New Zealand
government using new ICT technologies, which the authors describe as Web 2.0. Included
under this category are wikis, texting, and media sharing. The objective is to determine how
public service workers manage these as records by analysing specific behaviours. Since a
major aspect of records management is about the behaviours of staff, this research offers
valuable insights into our constantly changing digital environment. With increasing use of social
media to communicate with the public, government would be well advised to consider the

findings of this report with regard to updating records management training and advice.

Lips, M., Rapson, A., & Hooper, T. (2008). Email Records Management in 21" Century New
Zealand Government [Report]. Victoria University of Wellington, Wellington, New

Zealand.

The role of email management in public sector recordkeeping is examined through the lens of
user behaviours and legislative compliance. The research objective is to acquire evidence of
what is actually being done in New Zealand government. This complements the above
bibliographic entry by Lips by building a mosaic of evidence and data for evaluation, as well as
establishing a basis from which to re-evaluate the New Zealand environment in follow up
research. The report is particularly valuable as an evaluation of email as an integral
communication tool with its own benefits and risks. Highly relevant to recent New Zealand

privacy breaches which occur with increased frequency by virtue of email use.

Olivier, M. S. (2002). Database Privacy: Balancing Confidentiality, Integrity and Availability.
SIGKDD Explorations, 4(2), 20-27.
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This article written from a computer science perspective seeks to understand how a balance
between confidentiality, integrity, and availability can be achieved without significant trade-offs.
Noted early in the work that the need for privacy places an added burden on database
development, even impeding development in cases where availability of information is a priority.
Key to finding an acceptable balance is understanding the intended purpose of the stored data,
who bears the risk of exposure, and why specific elements of information are needed. These
principles translate well to general records management and communication of all information.
Records should be generated in the course of business activities, however the situation is rarely

as clean or straightforward.

Scholl, F. & Hollander, J. (May 2003). The Changing Privacy And Security Landscape.

Business Communications Review, 54-57.

Digital information is widely understood to pose unique challenges. This article examines those
in more depth, highlighting personal privacy and information security as foremost among them,
and posing several consequence scenarios of misuse, theft, and exposure within a framework
of how legislation in the United States has been used to counter the threats. Specific attention is
paid to the Health Insurance Portability and Accountability Act (1996), the Gramm-Leach-Bliley
Act (1999), and the USA Patriot Act (2001). This offers a range of measures to examine, and
offers insights into how legislation can give added impetus to compliance without becoming

distracted by technical implementation or short-term issues.

Skinner, G., Han, S., & Chang, E. (2006). An information privacy taxonomy for collaborative

environments. Information Management & Computer Security, 14(4), 382-394.

This article proposes a shared taxonomy, classification and categorisation of concepts
concerning information privacy for collaborative environments. Key dimensions of privacy are
identified as: the person; behaviour; communications; and data. Structural relationships and use
of metadata are drawn on heavily, with a final taxonomy produced that demonstrates useful
perspectives from which to design systems to protect privacy. While weighted toward a
computer science conception of information privacy, the article findings have applications in

analysing business functions and user behaviours for risk management and system design.

Solms, B. (2001). Information Security — A Multidimensional Discipline. Computers &
Security, 20, 504-508.

Excellent introduction to the argument for multidimensional approach, demonstrating how
several disciplines traverse perspectives and skill sets. Highlights need for: best practice
guidelines and policies, standards, certification, legal compliance and interaction, governance
and strategy, appreciation of human factors, monitoring, and auditing. Offers practical advice for

managing comprehensive information security. Challenges preconceptions of what is being
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done.

Stuart, K. & Bromage, D. (2010). Current state of play: records management and the cloud.
Records Management Journal, 20(2), 217-225.

Explores the topic of cloud storage in records management, opening up a whole range of
issues. Web 2.0 technologies are considered alongside the cloud in the context of how work
processes and services can integrate, as well as generate significant and unforeseen risks. How
those risks are framed are argued to be important — focusing too heavily on the technological
decisions can result in misinterpreting public acceptance of what and how services are
delivered, affecting perceived competency and quality of information held, used, and secured.
Reinforces articles by Cullen and Reilly concerning New Zealand public perception of

government competence.

Wise, P. L. (2011). The implications of government departmental organisational structures
on fulfilment of OIA obligations. Unpublished MIS 580 Project. Victoria University of
Wellington, Wellington, New Zealand.

This MIS project examines how New Zealand government organisational structure affects
legislative obligations under the Official Information Act (1982) to make public records and
information freely available. Key findings include patterns in pro-disclosure, attitudes to freedom
of information, the effect of how accessible information is, and the importance of process,
tracking systems, and decision-making. This has particular relevance for New Zealand records
management information security, because the efficiency and effectiveness of the process is a
major factor in determining satisfaction with compliance, the quality of information made
available under the act, and the upholding of the Privacy Act (1993). Measures to ensure staff
are trained in their information management responsibilities are also seen to be important to the

OIA request process.
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3.2 Detection and Conceptualisation of the "Breach”

Bodin, L. D., Gordon, L. A., & Loeb, M. P. (2008). Information Security and Risk Management.
Communications of the ACM, 51(4), 64-68.

A new risk management framework is advocated here for use in evaluating information security.
The article is heavily oriented towards the metrics of risk management, but none-the-less offers
insights into perceived risk by highlighting the facets of expected loss, expected severe loss,
and standard deviation. Lessons can be learned and applied to records management and the
maintenance of privacy by making an effort to quantify particular risks faced by an organisation.
The difficulty in doing so is demonstrated by the authors, who conclude that many metrics of risk
analysis only offer a narrow perspective of negative outcomes, rather than considering for

example the investment in information security measures.

Garrison, C. P. & Ncube, M. (2011). A longitudinal analysis of data breaches. Information

Management & Computer Security, 19(4), 216-230.

This quantitative study from the United States challenges the concept of a 'breach’, and finds
that most incidents involve non-malicious public exposure with negligible impact on the people
involved, while simultaneously acknowledging pervasive electronic threats and a wide spectrum
of risks. The authors use a methodology which is slightly questionable for its subjective
assessment of scale and importance of data breaches, potentially biasing the results. Questions
are asked of the significance of small lapses in information security, and the idea that
information security can catch all incident types and scales. In light of how prevalent minor
privacy breaches are both in government and commercially, this is a particularly insightful and

balanced article.

Morgan, O. J. & Welch, M. (1995). Protecting confidential computer records against careless

loss. Records Management Quarterly, 29(3), [Online].

Discusses two older information security breaches in New Zealand at Citibank and the
Securities Commission. Describes some of the legal challenges and processes involved, details
of the incidents, and the subsequent call for developing security policies. They also demonstrate
how an interplay between human error and technical oversight can play out in actuality, the
realistic limitations and consequences of public exposure compared to the rhetoric that
emerges, and how to approach such situations. It is noted that government will attempt to
control public relations around such incidents, however offers little insight therein — a direction

for further research and consideration.

Patel, A., Qassim, Q., & Wills, C. (2010). A survey of intrusion detection and prevention
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systems. Information Management & Computer Security, 18(4), 277-290.

This article is particularly salient to considering the exact tools, policies and measures that lead
to the detection of information security breaches in a manner that is not brought to the
organisation by the media. The authors highlight the importance of building a holistic approach
to information security that uses ID/PSs alongside security filters and firewalls, while raising the
need to develop new systems that demonstrate intelligent detection and response to known and
unknown threats. The influence of risk management is evident here, as is the appreciation of

multidimensionalism.

Perri, F. S. & Brody, R. G. (2012). The optics of fraud: affiliations that enhance offender
credibility. Journal of Financial Crime, 19(4), 355-370.

Writing from the perspective of financial fraud, the authors discuss the social dynamics that are
frequently central to the successful exploitation of victims. This is known as affinity fraud, and
draws on factors including age, ethnicity, religion, race, and professional designations to
persuade victims and develop trust. The entire concept of social trust is evident throughout
intentional breaches of information security, including numerous examples in New Zealand
regarding privacy. The authors also discuss the need for due diligence, pointing to the inverse
effect that common security measures such as passwords and access to information systems

have on staff awareness of potential threats and risks.

Sherif, J. S., Ayers, R., & Dearmond, T. G. (2003). Intrusion detection: the art and the
practice. Part 1. Information Management & Computer Security, 11(4), 175-186.

The authors here focus on cybercrime, particularly the threat of viruses and malware, hackers
who breach systems and steal information, and the general prevalence of threats that can befall
any organisation. Several types of computer attacks are described, as is a brief history of
milestones in computer and information security design and analysis. A dated but none-the-less
useful bibliography is shared, demonstrating a classification of literature predominantly from the
1990s, in addition to the final bibliography which is quite extensive for the brevity of the article. It
is important for all users of information systems to be aware of the ways in which information
security can be breached, both in terms of unintentional actions and malicious attacks. While
many measures exceed the skill sets of records management staff, a closer working relationship

with IT to design systems and analyse business activities would be of great benefit.

Shropshire, J. (2009). A canonical analysis of intentional information security breaches by

insiders. Information Management & Computer Security, 17(4), 296-310.

This quantitative study of intentional security breaches in the United States utilises the

perspectives of crime and fraud to identify several predictors and indicators that traverse the
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commercial sector to be relevant to the public sector, including factors in employee
backgrounds like financial hardship, relationship strains, loss of employment, and substance
abuse. Varying motivations for breaching security, privacy, and confidentiality are explored. In
particular, an examination of people-based risks such as opportunism and aggrievement has
many applications to the current New Zealand context (examples have included the Ministry of

Foreign Affairs and Trade, the New Zealand Defence Force, and the Earthquake Commission).

Werlinger, R., Hawkey, K., & Beznosov, K. (2009). An integrated view of human,
organizational, and technological challenges of IT security management. Information

Management & Computer Security, 17(1), 4-19.

The authors examine the diverse information security challenges faced by IT, encompassing
human, organisational, and technological issues, through a set of thirty six interviews with
practitioners across seventeen organisations of different sectors. Particular value can be found
in analysis of how different factors interact to trigger issues. Familiar challenges include: lack of
training; organisational culture; risk management; budgetary priorities; access control;
management support; system complexity; and vulnerabilities. Given the relationship between
records management and IT can be dysfunctional at times, collaboration on shared concerns

such as these may make for stronger and more consistent information security compliance.

Zhang, J., Reithel, B. J., & Li, H. (2009). Impact of perceived technical protection on security
behaviors. Information Management & Computer Security, 17(4), 330-340.

Focusing on the relationship between perceived technical security protection and user
behaviours in compliance with security policies, this article demonstrates both an indirect and a
negative direct effect where high technical protection leads to low compliance with policy.
Suggested practical applications include sharing of limitations of security measures during staff
training. This has particular value for records management staff and others involved in induction
training for government. The authors conclude that while technical security continues to

advance and adapt, human error and security behaviours continue to frustrate those measures
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3.3 E-Government and Digital Service Delivery

Carter, L. & McBride, A. (2010). Information privacy concerns and e-government: a research

agenda. Transforming Government: People, Process and Policy, 4(1), 10-13.

Reviewing major privacy studies, the authors delve into applications for e-government with the
end result being a model that lists seven key factors: perceived risk; collections; error;
secondary use; improper access; reputation; and third party certificate. These factors are
demonstrated to be influential in citizens' confidence in government to keep their private
information safe and use it appropriately. The previous privacy studies are current and relevant
to e-government, making them of value to collecting further data, designing methodology, and

understanding other perspectives of what factors influence confidence in government.

Chai, S., Herath, T. C., Park, I., & Rao, H. R. (2006). Repeated Use of E-Gov Web Sites: A
Satisfaction and Confidentiality Perspective. International Journal of Electronic

Government Research, 2(3), 1-22.

Building further on the theme of evaluating public confidence in e-government, this article
examines further factors including the relationship between extended, repeated use of services
and satisfaction, and demographic considerations that may moderate confidence levels. Such
considerations are important where government is collecting and using information pertaining to
finances, citizen identity, justice, and social services. The perceived need to collect information
is an important factor in satisfaction for both government and the public. The overall conclusion

of the study is that public buy-in is central to better development of the systems and services.

Combe, C. (2009). Observations on the UK transformational government strategy relative to
citizen data sharing and privacy. Transforming Government: People, Process and Policy,
3(4), 394-405.

This study examines the National Pupil Database in England as an example of the
Transformational Government strategy where data sharing becomes an issues of privacy.
Multiple instances of legislative non-compliance in data sharing practices are demonstrated,
which challenge the entire strategy of government data sharing and accessibility of information.
Findings from this paper should be considered against similar initiatives proposed in New
Zealand under recent restructuring and whole-of-government initiatives, particularly in the realm
of government IT services and systems. Several social issues are raised around the purpose of

such initiatives that are deserving of further research.

Cullen, R. (2008). Citizens’ concerns about the privacy of personal information held by

government: a comparative study, Japan and New Zealand. Proceedings of the 41°
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Hawaii International Conference on System Sciences 2008, 1-10.

Cullen compares privacy concerns in Japan with those in New Zealand, contributing to the
debate over the role that national and social culture has on perceptions, expectations, and
measures to protect or use personal information. Disparities between government, business,
individual and collective perceptions of privacy are particular revealing, as is the realisation that
a major preconception of e-government, that digital equates with accessible, is flawed not only
in terms of variance in the population’s ability to access it, but how digital governance as a
whole is perceived. The question of what is accessible to whom, and for what use, is an

inevitable follow up question of e-government initiatives.

Cullen, R. (2009). Culture, identity and information privacy in the age of digital government.
Online Information Review, 33(3), 405-421.

Similar to Cullen's (2008) article, this study explores experiences and differences between
ethnic communities in New Zealand including Maori and Pacific Island groups, and citizens in
Japan. This again raises individualist and collectivist differences, and differences around the
conceptualisation of identity by individuals. The study is laden with useful references to pursue
further with regard to privacy, trust, technology, and culture in relation to e-government. A
consistent finding was that the higher the distance of power between citizens and government,
the higher the mistrust of powerful organisations. Thus ethnic 'minority' groups and socially

structured societies display more mistrust than those of a higher percentage ethnicity.

Cullen, R. & Reilly, P. (2008). Information Privacy and Trust in Government: A Citizen-Based

Perspective from New Zealand. Journal of Information Technology & Politics, 4(3), 61-80.

Examines the trust relationship between New Zealand government and the public using focus
groups. Two particular concerns arose, those being reluctance with technology which reflects a
technological literacy and accessibility issue, and easily influenced perceptions of government
employee competency. Also observed is that most participants had a limited understanding of
the actual protective measures in place to secure their information and limit its use. A critical
analysis of the concept of privacy, as well as useful literature review contents points to further

avenues of inquiry.

Dunkerley, K., Tejay, G. (2010). Theorizing Information Security Success: Towards Secure E-
Government. International Journal of Electronic Government Research, 6(3), 31-41.
The authors of this article examine the core issue of how to secure information systems as they
become increasingly prevalent and important in the conduct of government organisations. They
identify a lack of research into the relationship between organisational context and information

security. Resulting from a comprehensive review of the literature, three key dimensions for
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evaluating the communication of information security. These are identified as: technical,
involving assurance, integrity and business enablement; semantic, involving user intention and
expertise; and effectiveness, involving the communication of security benefits and user

behaviours. This is useful for evaluating current organisational security policy and measures.

Lam, W. (2005). Barriers to e-government integration. Journal of Enterprise Information
Management, 18(5), 511-530.

Using semi-structured interviews with fourteen consultants with experience in e-government
projects, the author identifies and examines seventeen barriers to the success of e-government
initiatives, divided into four categories: strategy, technology, policy, and organisation. Issues
familiar to practitioners will include the need for ownership and governance, interoperability,
standards, and the establishment of documentation surrounding privacy and data ownership.
Particularly relevant to the New Zealand context is the impact of the pace of government reform
in achieving integration successfully and with as few teething issues as possible. A particular
emphasis is placed on the importance of stakeholder engagement at a strategic and change

management level.

Lips, M., Eppel, E., Cunningham, A., & Hopkins-Burns, V. (2010). Public Attitudes to the
Sharing of Personal Information in the Course of Online Public Service Provision

[Report], Victoria University of Wellington, Wellington.

This report examines e-government from the public's perspective, with particular regard for the
attitudes towards the sharing of personal information to access services. Using a combination of
literature review, semi-structured interviews, and focus groups, the key findings were a generally
neutral view of sharing. Consistent with other comparable research, those participants from
Maori and Pasifika groups demonstrated distrust in government competence and intentions,
while the general sample population were neutral or positive. A degree of privacy awareness
was demonstrated in an expectation that government adhere to legislative and social

obligations such as transparency and use of information for primary purpose only.

Lips, M. & Pang, C. (2008). /dentity Management in Information Age Government: Exploring
Concepts, Definitions, Approaches and Solutions [Report]. Victoria University of

Wellington, Wellington.

Lips and Pang report in this study on the tendency in e-government services towards digital
identity management systems to manage relationships with the public. A consistent theme in the
study concerns the implications for traditional in-person processes. The application of systems
in international contexts in Asia and Europe are used to establish a baseline of experiences
against which New Zealand initiatives can be compared. The study focuses more on the

business process side of the issue than the social implications, which highlights the need to
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establish concrete measures for the protection of privacy and information.

Lomas, E. (2010). Information governance: information security and access within a UK

context. Records Management Journal, 20(2), 182-198.

The international information security standard ISO 27001 and the records management
standard ISO 15489 are the focus of this article, which argues for a risk management based
records management framework to meet larger objectives with governance strategies. The
proposed way in which this is to be achieved is through an integration of information security
principles and requirements with the design of records management systems through the joint
application of the two standards alongside aligned strategies and legislative requirements. The
application of the findings of this article are particularly relevant at a strategic level where
national records management standards are developed, but is also of value to records

managers whose organisations implement large, complex, and numerous systems.

O’Neill, R. R. (2009). E-Government: Transformation of Public Governance in New Zealand?

Unpublished Master's Thesis, Victoria University of Wellington, Wellington, New Zealand.

This examination of how e-government 'transformative' initiatives are being applied and the
perceived impact in New Zealand is a valuable resource to compare against those
predominantly international perspectives and studies. This particular article, while confirming
political rhetoric concerning efficiencies, collaboration and co-production through the long-term
views of senior public officials and management, also offers insights into the functionality of
public office with regard to case studies, implementing technologies, and increased emphasis
on information management which in turn affects conceptions of privacy, confidentiality, and

security.
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3.4 Data Rights and Responsibilities

Aytes, K. & Connolly, T. (2004). Computer Security and Risky Computing Practices: A
Rational Choice Perspective. Journal of Organizational and End User Computing, 16(3),
22-40.

This examination of user security behaviours, particularly moderate to risk activities, addresses
the costs and impacts of such behaviour. Examples such as lapses in backing up records,
insecure password and access behaviour, email security, and online financial transactions were
tested in a questionnaire given to undergraduate students at two universities. Of particular utility
is the decision making identified behind unsafe practices which demonstrated that being
generally knowledgeable and competent computer users, and being aware of the risks, did not
always coincide with safe choices. Lessons can be extrapolated to other scenarios where

decision making needs to be better informed or managed to promote desired behaviours.

Banahan, B. F. & Buckovich, S. A. (2000). Patient privacy, confidentiality, and security. Drug
Topics, 144(4), 77-86.
This article considers patient privacy in the context of the health sector, looking at the
implications of increased electronic data storage and sharing to achieve both patient care and
the business functions associated. Many lessons can be learned with regard to privacy and
information assurance from the health sector. Perhaps among the more surprising is the
networking between practices that occurs, and the implications (and patient expectations) for
privacy. A theme common in healthcare is the need to share information being balanced with
privacy - an issue not yet fully resolved. This article cites statistics indicating a high level of
anxiety regarding secondary non-healthcare uses of their information, particularly regarding

commercial access.

Dunnill, R. & Barham, C. (2007). Confidentiality and security in information. Anaesthesia
and Intensive Care Medicine, 8(12), 509-512.

Approaching patient privacy from an information security perspective, the authors focus on
three key criteria: confidentiality, integrity, and availability. This is the classic balancing act with
regard to security that controls access while not unnecessarily impeding it, described as mutual
incompatibility. The consequences of getting it wrong are service disruption, loss of privacy,
patient harm, financial loss, and legislative non-compliance. Key observations include the
control patients have over their own information and care, and open communication in that
respect. Notable features of security discussed include networks, logbooks, email, and access

control. Given New Zealand examples of privacy breaches in healthcare, the article strikes a
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salient point in its outlining of the responsibilities of healthcare staff in information management.

Gayton, C. M. (2006). Beyond terrorism: data collection and responsibility for privacy. VINE,
36(4), 377-394.
The relationship between the commercial sector, public sector, and privacy rights are discussed,
with an initial observation that many privacy rights issues have already been addressed through
measures including legislation, standards, and professional conduct amid a larger framework of
concepts. A boom in the collection of personal information by a myriad of parties forms the
background to specific issues such as businesses determining the value of protecting privacy,
government providing social services which are heavily dependant on personal information, and
an array of breaches, disclosures and thefts of information. Refreshingly, the article finds a
middle ground between tangible privacy concerns and the national security debate by

examining where data accumulates and gets used most.

Harnesk, D. & Lindstrom, J. (2011). Shaping security behaviour through discipline and
agility: Implications for information security management. Information Management &
Computer Security, 19(4), 262-276.

This article discusses and develops a typology of security behaviours regarding information
resources in a public nursing centre, and analyses 'discipline’ (security management) and
‘agility’ (practical security in use) as important criteria for the design, implementation and
management of systems and environments. The discussion is particularly relevant to balancing
privacy with business functions. Advocates increased emphasis on 'human security', the
integration of strategic and operational measures, further development of adaptive risk

typologies and creative responses to supplement traditional policies and procedures.
Kemp, R. & Moore, A. D. (2007). Privacy. Library Hi Tech, 25(1), 58-78.

This is an indepth examination of privacy as a concept, and the justification of privacy rights with
regard to philosophy, legal conception and legislation, history, and a variety of critiques from a
liberal democratic perspective. Key points include: collective versus individualist cultural
characteristics; separation of spheres including political, religious, and personal; motivations for
desiring privacy; legislative basis; and arguments for compromising privacy for other aims,
benefits, and opportunities. This article has particular application to the debate of why privacy

should be important to government, what exactly is being protected and why.

Renaud, K. & Goucher, W. (2012). Health service employees and information security

policies: an uneasy partnership? Information Management & Computer Security, 20(4),
296-311.

This phenomenological analysis of health board employee interviews in the United Kingdom
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reinforces observations common across the sector that staff feel impeded and encumbered by
information security policy, which is seen especially to restrict service delivery. The authors
optimistically advocate mediation and avenues for reinforcing positive behaviours to reconcile
staff to compliance, acknowledging culture and support as critical, however do not take the
position of advocating for a change in information sharing practices or social norms such as
continuation of care across multiple health providers. The article contributes to debate of
balancing static requirements with functional needs for communication and access. This has
applications for other government initiatives proposing increased data collection or alternative

use of existing data.

Schwartz, P. M. & Janger, E. J. (2007). Notification of Data Security Breaches. Michigan Law
Review, 105(5), 913-984.

Notification of data security breaches is an important responsibility of custodians. In the New
Zealand context this relates back to the recent Immigration New Zealand privacy breaches,
where the majority of those affected were not notified of that fact. There is a balancing act
however: transparency of government and service delivery, versus ongoing security and trust.
This reflects a commercial attitude to communication with clients (or citizens), where a breach
reflects badly, perhaps disproportionately, on the organisation's competency and

competitiveness.

Stahl, B. C. (2004). Responsibility for Information Assurance and Privacy: A Problem of
Individual Ethics? Journal of Organizational and End User Computing, 16(3), 59-77.

The ethical dilemmas of information assurance and privacy are examined here within a
framework of accountability, transparency, and responsibility. The implications of being a
responsible party are identified, and conclude that individuals lack the capability to address
ethical issues adequately, instead requiring a collective group with governance, policy,
legislation, and other professional support mechanisms in place to manage social dynamics and
aforementioned framework of expectations. The article has applications in developing guidance

and policies pertaining to privacy and information security in public sector organisations.
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3.5 Technical and Specialist Perspectives

Dallaway, E. (2008). Information Security in Israel. Computer Weekly, 24-26.

Information security technologies are predominantly seen to belong to the commercial realm,
and aligned with national security initiatives and expertise. This article does nothing to contradict
this, however goes further to analyse the political and economic dimensions behind a surge in
knowledge-services in Israel coupled with the development and implementation of high-en