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Abstract

CR technology, which is the next-generation wireless communication sys-
tem, improves the utilization of the overall radio spectrum through dy-
namic adaptation to local spectrum availability. In CR networks, unli-
censed or Secondary Users (SUs) may operate in underutilized spectrum
(called white spaces) owned by the licensed or Primary Users (PUs) condi-
tional upon PUs encountering acceptably low interference levels. Ideally,
the PUs are oblivious to the presence of the SUs.

Context awareness enables an SU to sense and observe its operating en-
vironment, which is complex and dynamic in nature; while intelligence en-
ables the SU to learn knowledge, which can be acquired through observ-
ing the consequences of its prior action, about its operating environment
so that it carries out the appropriate action to achieve optimum network
performance in an efficient manner without following a strict and static
predefined set of policies. Traditionally, without the application of intel-
ligence, each wireless host adheres to a strict and static predefined set of
policies, which may not be optimum in many kinds of operating environ-
ment. With the application of intelligence, the knowledge changes in line
with the dynamic operating environment. This thesis investigates the ap-
plication of an artificial intelligence approach called reinforcement learn-
ing to achieve context awareness and intelligence in order to enable the
SUs to sense and utilize the high quality white spaces.

To date, the research focus of the CR research community has been pri-
marily on the physical layer of the open system interconnection model.
The research into the data link layer is still in its infancy, and our research

work focusing on this layer has been pioneering in this field and has at-



tacted considerable international interest. There are four major outcomes
in this thesis.

Firstly, various types of multi-channel medium access control protocol-
s are reviewed, followed by discussion of their merits and demerits. The
purpose is to show the additional functionalities and challenges that each
multi-channel medium access control protocol has to offer and address
in order to operate in CR networks. Secondly, a novel cross-layer based
quality of service architecture called C?net for CR networks is proposed
to provide service prioritization and tackle the issues associated with CR
networks. Thirdly, reinforcement learning is applied to pursue contex-
t awareness and intelligence in both centralized and distributed CR net-
works. Analysis and simulation results show that reinforcement learning
is a promising mechanism to achieve context awareness and intelligence.
Fourthly, the versatile reinforcement learning approach is applied in vari-

ous schemes for performance enhancement in CR networks.
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Chapter 1
Introduction

Let’s start at the very beginning, a very good place to start,

when you read, you begin with ABC,

when you sing, you begin with do-re-me,

when you research into Cognitive Radio, you begin with Context Awareness and

Intelligence...!

This thesis presents pioneering work in the field of Cognitive Radio
(CR) [1] networks including leverage from existing technologies, a
Quality of Service (QoS) architecture, and mechanisms to achieve context
awareness and intelligence.

Traditional static spectrum allocation policies have been imposed to
grant each wireless service exclusive usage of certain spectrum bands,
leaving several spectrum bands unlicensed for industrial, scientific and
medical purposes. The tremendous growth in ubiquitous low-cost wire-
less applications that utilize the unlicensed spectrum bands has laid in-
creasing stress on these limited and scarce radio spectrum resources. S-
tudies sponsored by the Federal Communications Commission (FCC) dis-
covered that the current static spectrum allocation has led to overall low

lwith apologies to Rodgers and Hammerstein

1



2 CHAPTER 1. INTRODUCTION

spectrum utilization where up to 70% of the allocated licensed spectrum
remains unused (these are called white spaces) at any one time even in
a crowded area [2]. The white space is defined by usage time, frequen-
cy and maximum transmission power at a particular location. CR [1] is a
novel and promising paradigm for the next-generation wireless commu-
nication system that enables an unlicensed user to improve utilization of
the overall radio spectrum through dynamic adaptation to local spectrum
availability in both licensed and unlicensed spectrum.

CR enables each unlicensed or Secondary User (SU) to sense white s-
pace and change its transmission and reception parameters, including op-
erating frequency, adaptively in order to opportunistically use the white
space in different channels. Ideally, the licensed or Primary Users (PUs)
are oblivious to the presence of SUs. The SUs may operate in the white
space conditional upon PUs encountering acceptably low interference lev-
els.

We define context awareness and intelligence as follows:

¢ Context awareness enables an SU to sense and observe its complex

and dynamic operating environment.

¢ Intelligence enables an SU to acquire knowledge, which can be
learned through observing the consequences of its prior action,
about its operating environment so that it carries out the right action
at the right time to achieve optimum network performance in an ef-
ficient manner without adhering to a strict and static predefined set

of policies.

The notion of context awareness and intelligence is very closely related
to the concept of Cognition Cycle (CC) [3]. The CC is a state machine,
which is embodied in each SU, that defines the mechanisms related to
achieving context awareness and intelligence including observation, ori-
entation, learning, planning, decision making, and action selection. The

CC is the key element in the design of various applications in CR net-
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works such as Dynamic Channel Selection (DCS), topology managemen-
t, congestion control and scheduling. Hence, a good implementation of
the context awareness and intelligence mechanism is of paramount im-
portance, and this is the main focus of this thesis. Other focuses include
leverage from existing technologies to this new research area, and a novel
QoS architecture for CR networks.

In this chapter, we will present our motivation, goals, major contribu-

tions and thesis outline.

1.1 Motivation

Cognitive radio technology has brought about a paradigm shift in the way
an SU defines its operating policy, which is a set of decision rules that de-
termine how the SU should behave in various scenarios. Traditionally, the
policy is hard-coded into the wireless host. For instance, using a fixed
lookup table, a wireless host chooses its modulation technique, such as
Quadrature Amplitude Modulation (QAM) and Binary Phase Shift Key-
ing (BPSK), according to different levels of Signal-to-Noise Ratio (SNR).
In CR networks, an SU must be able to sense and utilize the high quality
white space in an efficient manner without adhering to a strict and static
predefined set of policies. This is because a static policy is less likely to be
applicable in all circumstances in a complex and dynamic operating en-
vironment. This has inevitably brought the concept of context awareness
and intelligence into play.

The main focus of this thesis is to design practical and simple mecha-
nisms to achieve context awareness and intelligence with respect to a par-
ticular application in CR networks, namely Dynamic Channel Selection
(DCS). DCS provides the strategy for SUs to select a data channel from
the available licensed channels for data packet transmission given that the
objective is to increase network-wide throughput, and decrease delay for

QoS provisioning. Context awareness and intelligence approaches can be
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applied in various applications as shown in Figure 1.1. Accordingly, we
have initiated a new and important research area in the field of CR net-
works, namely context awareness and intelligence. Nonetheless, this is a
daunting challenge as we expect that the context awareness and intelli-
gence approaches are the universal solution of most problems and open

issues in CR networks.

Topology
Management

Context-

Congestion [ | Awareness .
Control And ‘ Scheduling
ntelligence

Dynamic
Channel
Selection

Figure 1.1: The context awareness and intelligence approach is applied in

various applications.

This thesis applies Reinforcement Learning (RL) [4], which is an artifi-
cial intelligence or machine learning technique, to achieve context aware-
ness and intelligence. The RL, which is a machine learning technique that

improves system performance, has the following characteristics:

* Unsupervised learning approach. In unsupervised learning, there is
no external teacher or critic to oversee the learning process [5]. In
other words, an SU learns the knowledge about its operating envi-

ronment by itself.

* Online learning approach. In online learning, an SU learns the

knowledge on the fly while carrying out its normal operation, rather
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than using empirical data or experimental results from the laborato-

ry.

* Simple modeling learning approach. The RL approach models the per-
formance metric(s) of interest and improve it as a whole, rather than
modeling the complex and dynamic operating environment. For in-
stance, instead of tackling every single factor that affects network
performance such as wireless channel condition and nodal mobilily,
RL models the network performance, such as throughput, that cov-
ers a wide range of factors that can affect the network performance.

1.2 Goals

CR network is a new emerging research area that presents important chal-
lenges. This thesis presents initial work on possible leverage from existing
technologies to CR, and a cross-layer QoS architecture for CR networks.
The initial work has been instrumental in defining the research direction
so that the research into context awareness and intelligence remains rele-
vant and important. For instance, the context awareness and intelligence
approach is applicable in the applications proposed in our cross-layer QoS
architecture for CR networks. The main goal of this thesis is to design
mechanisms to achieve context awareness and intelligence. This thesis in-

vestigates the following research questions:

* What are the possible methods of technology leverage from multi-
channel Medium Access Control (MAC) protocols to cognitive MAC
protocols?

¢ What is an appropriate QoS architecture for CR networks?

* How are context awareness and intelligence best achieved in central-
ized CR networks?
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* How are context awareness and intelligence best achieved in dis-
tributed CR networks?

* How can we apply these context awareness and intelligence ap-

proaches to QoS provision for CR networks?

1.3 Major Contributions

This thesis has contributed to pioneering work in the field of CR network-
s, specifically leverage from existing technologies, a QoS architecture, and
mechanisms to achieve context awareness and intelligence. The key con-

tributions are summarized as follows:

1. Possible technology leverages from existing multi-channel MAC to
cognitive MAC are proposed. This work is the first attempt to in-
vestigate technology leverage for CR networks. The contributions of
this work have led to the publication of [6], [7] and [8].

2. A novel cross-layer QoS architecture, along with its challenges and
open issues, is proposed. This work is the first attempt to model a
QoS architecture as a unified solution for CR networks. The contri-
butions of this work have led to the publication of [9] and [10].

3. Analyses and simulations show that RL is a good approach to
achieve context awareness and intelligence, with respect to the ap-
plication of DCS, in centralized and distributed CR networks. The
contributions of this work have led to the publication of [11], [12],
[13], [14] and [15].

4. The RL approach is proposed for various applications for the cross-
layer QoS architecture to achieve context awareness and intelligence
for performance enhancement in CR networks. The contributions of
this work have led to the publication of [16] and [17].
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1.4

Thesis Outline

The rest of this thesis is structured into the following chapters:

Chapter 2 provides overviews on traditional spectrum allocation
policy, CR networks, cognition cycle as well as current research

trends and common assumptions.

Chapter 3 reviews various types of multi-channel MAC protocols in-
cluding their operations, merits and demerits in order to present pos-
sible technology leverage to CR. The purpose is to introduce the ad-
ditional functionalities and challenges that each multi-channel MAC
protocol has to offer and address in order to function well in cogni-
tive wireless ad hoc networks.

Chapter 4 provides a novel cross-layer QoS architecture, namely
C?net, for cognitive wireless ad hoc networks. Various cross-layer
applications such as DCS, scheduling and congestion control are pro-
posed. Research challenges and open issues in realizing the C*net
architecture are also discussed.

Chapter 5 presents RL as an approach to achieve context awareness
and intelligence in CR networks. Various new features not used in
the traditional RL approach are presented.

Chapter 6 focuses on achieving context awareness and intelligence
using the RL approach, with respect to the application of DCS, in
centralized CR networks.

Chapter 7 focuses on achieving context awareness and intelligence
using the RL approach, with respect to the application of DCS, in
distributed CR networks.

Chapter 8 shows how to apply the RL approach to model various ap-

plications in C?net in order to enhance performance in CR networks.
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¢ Chapter 9 draws conclusions and discusses future research direction-

S.

Chapters 3 to 8 provide novel contributions; and Chapters 6 and 7 pro-
vide major contributions of this thesis, specifically on achieving context

awareness and intelligence in CR networks.



Chapter 2
Background

This chapter provides overviews on traditional spectrum allocation poli-
cy, CR networks, cognition cycle, as well as current research trends and

common assumptions in CR networks.

2.1 Traditional Spectrum Allocation Policy

Traditionally, radio spectrum has been partitioned into ranges of licensed
and unlicensed spectrum (or frequency) bands through a static spectrum
allocation policy. Some small areas of the spectrum bands, such as the In-
dustrial, Scientific and Medical (ISM) and Unlicensed National Informa-
tion Infrastructure (UNII), are allocated to unlicensed users who contend
among themselves for access to this free resource. Unlicensed users are
forbidden to access any of the licensed spectrum bands that have been pur-
chased. Many popular wireless communication systems, including Blue-
tooth [18], WiFi [19], WIMAX [20], and Zigbee [21], have been operating
in unlicensed spectrum bands without incurring any spectrum cost. Oth-
er devices such as microwave ovens and cordless phones also operate in

those spectrum bands.
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2.1.1 An Analogy of Traditional Spectrum Allocation Poli-
cy

As an analogy, the static spectrum allocation policy is like a swimming
competition where the limited pool (radio spectrum) is divided into many
lanes (spectrum bands). Each contestant (spectrum user) is assigned a lane
that is used throughout its communication session. T